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Abstract

Federated Learning improves privacy by keeping data decentralized, making it particularly suitable for
distributed Internet of Things (IoT) environments where large numbers of edge devices collaboratively
train machine learning models. However, the lack of visibility into clients’ local training processes creates
vulnerabilities to Byzantine attacks that can compromise the global model. Existing robust aggregation
methods still face limitations due to their stateless behavior and reliance on limited behavioral indicators,
which makes them less effective against adaptive adversaries. Therefore, a dynamic, multi-dimensional,
and history-aware trust mechanism is required to achieve more reliable aggregation.

This thesis proposes TWA-HFL, a dynamic trust-aware aggregation framework for Hierarchical Federated
Learning that continuously evaluates client reliability throughout the training process. The proposed ap-
proach combines multiple behavioral indicators, including update similarity, peer consistency, magnitude
stability, and historical behavior, into an adaptive trust score. A temporal regulation mechanism is intro-
duced to monitor trust evolution over time by rewarding consistent clients and reducing the contribution
of potentially malicious participants. Furthermore, trust-enhanced clustering and weighted aggregation
are applied to select reliable updates and improve resilience against Byzantine attacks.

Extensive experiments were conducted on MNIST, FashionMNIST, and CIFAR-10 datasets under various
attack scenarios and malicious client ratios. The experimental results demonstrate that TWA-HFL consis-
tently outperforms traditional and robust aggregation baselines, achieving higher accuracy and stronger
robustness against adaptive Byzantine attacks.

Keywords: Federated Learning, Hierarchical Federated Learning, Internet of Things (IoT), Byzantine
Attacks, Robust Aggregation, Trust Score, Adversarial Attacks, Gradient Scaling, Label Flipping, IoT
Security.



Résumé

L’apprentissage fédéré améliore la confidentialité en conservant les données de maniéere décentralisée,
ce qui le rend particulierement adapté aux environnements de 1’Internet des objets (IoT), ou un grand
nombre de dispositifs en périphérie collaborent pour entrainer des modéles d’apprentissage automatique.
Cependant, 1’absence de visibilité sur les processus d’entrainement locaux des clients expose le systéme
a des attaques byzantines susceptibles de compromettre le modele global. Les méthodes d’agrégation
robustes existantes présentent encore des limites dues a leur caractére statique et a leur dépendance a
des indicateurs comportementaux restreints, ce qui réduit leur efficacité face a des adversaires adaptatifs.
Il devient donc nécessaire de concevoir un mécanisme de confiance dynamique, multidimensionnel et
tenant compte de I’historique afin d’assurer une agrégation plus fiable.

Cette these propose TWA-HFL, un cadre d’agrégation dynamique basé sur la confiance pour I’apprentissage
fédére hiérarchique, qui évalue en continu la fiabilité des clients tout au long du processus d’entrainement.
L’approche proposée combine plusieurs indicateurs comportementaux, notamment la similarité des mises
a jour, la cohérence entre pairs, la stabilité¢ des amplitudes et I’historique des comportements, afin de pro-
duire un score de confiance adaptatif. Un mécanisme de régulation temporelle est introduit pour suivre
I’évolution de la confiance dans le temps, en récompensant les clients cohérents et en réduisant I’influence
des participants potentiellement malveillants. En outre, un regroupement basé sur la confiance et une agré-
gation pondérée sont utilisés pour sélectionner les mises a jour fiables et améliorer la robustesse face aux
attaques byzantines.

Des expériences approfondies ont été menées sur les ensembles de données MNIST, FashionMNIST
et CIFAR-10 sous différents scénarios d’attaque et différents taux de clients malveillants. Les résultats
expérimentaux montrent que TWA-HFL surpasse systématiquement les méthodes d’agrégation classiques
et robustes, en obtenant une meilleure précision et une robustesse accrue face aux attaques byzantines
adaptatives.

Mots clés : Apprentissage fédéré, apprentissage fédéré hiérarchique, Internet des objets (IoT), attaques
byzantines, agrégation robuste, score de confiance, attaques adversariales, mise a 1’échelle des gradients,
inversion d’étiquettes, sécurité de I’IoT.
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Chapter 1

General Introduction

The past decade has witnessed an unprecedented expansion of artificial intelligence across virtually every
domain of modern life. Healthcare systems leverage machine learning to detect diseases from medical
imaging and predict patient outcomes. Autonomous vehicles rely on deep neural networks to perceive
their surroundings and make real-time decisions. Financial institutions deploy predictive models for fraud
detection, credit scoring, and market analysis. Smart cities use sensor-driven algorithms to optimize
traffic flow, energy consumption, and public safety. Across all these domains, the quality and breadth
of the training data available to a model directly determine the reliability of its predictions. As a result,
the demand for large, diverse, and representative datasets has become one of the central drivers of Al
development [1][2].

Traditionally, this demand has been met through centralized data collection, in which raw data from dis-
tributed sources is aggregated onto a single server where model training takes place. While this paradigm
has enabled many of the landmark achievements in deep learning, it carries fundamental limitations that
are increasingly difficult to ignore. Centralizing raw data from millions of devices or organizations creates
serious privacy risks: a single breach can expose sensitive personal or institutional information at scale.
Legal frameworks such as the European General Data Protection Regulation (GDPR) and the Health In-
surance Portability and Accountability Act (HIPAA) impose strict constraints on the collection, storage,
and cross-border transfer of personal data, creating compliance barriers that centralized learning often
cannot satisfy. Beyond privacy, the sheer volume and velocity of data generated at the edge of mod-
ern networks makes transferring raw data to a central server increasingly impractical, both in terms of
communication bandwidth and latency [3][4].

Federated Learning (FL) emerged as a principled response to these challenges. Rather than moving raw
data to the computation, FL brings the computation to the data: clients train models locally on their private
datasets and share only model updates, such as gradients or weight differences, with a central server. The
server aggregates these updates to produce an improved global model, which is then redistributed to clients
for the next training round. This communication protocol preserves data locality by design and has been
shown to be applicable across a wide range of domains where data sensitivity is a primary concern[5][6].

Hierarchical Federated Learning (HFL) extends this paradigm by introducing an intermediate aggregation
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layer between clients and the cloud server, typically realized as fog or edge nodes. This three-tier architec-
ture reduces the communication overhead associated with transmitting model updates directly to a distant
cloud server and is particularly well-suited to Internet-of-Things (IoT) deployments, in which large num-
bers of resource-constrained devices are physically clustered around edge infrastructure. By performing
a first level of aggregation at the fog tier, HFL reduces the number of updates that need to traverse the
wide-area network while preserving the privacy guarantees of the original federated paradigm.[7]

Problem Statement

Despite these advantages, federated and hierarchical federated learning introduce a critical security vul-
nerability that centralized learning does not share: the server has no direct visibility into the local training
procedure of any individual client. It can observe only the model updates that clients choose to sub-
mit. This constraint, which is inseparable from the privacy guarantee that motivates FL in the first place,
creates an opportunity for malicious participants to corrupt the learning process by submitting carefully
crafted updates that steer the global model away from its intended objective[8].

Such adversaries, broadly referred to as Byzantine clients, may attempt a wide range of attack strategies.
Data poisoning attacks corrupt a client’s local training data before training, causing the resulting gradi-
ent to reflect a miscalibrated objective. Model poisoning attacks directly manipulate the update before
submission, for instance by scaling the gradient magnitude to dominate the aggregation or by flipping
gradient signs to perform gradient ascent rather than descent. Sophisticated adaptive attacks, such as the
Adaptive Local Ensemble (ALE) attack, are specifically designed to evade common defenses by pre-
serving the directional signature of a benign update while concealing the malicious signal in a different
behavioral dimension. In Sybil attack scenarios, a single adversary controls multiple client identities to
amplify its influence over the aggregation outcome[9][10].

The straightforward aggregation rule introduced by FedAvg computes a weighted average of all submit-
ted updates, making no distinction between honest and malicious contributions. As a result, even a small
number of Byzantine clients can substantially degrade global model performance or introduce targeted
misclassifications. A variety of robust aggregation methods have been proposed to address this limi-
tation, including distance-based selection rules (Krum, Multi-Krum), coordinate-wise statistical filters
(Trimmed Mean, Median), and trust-based approaches (FLTrust, FoolsGold, reputation-based FL). While
these methods offer meaningful improvements over FedAvg in specific threat scenarios, they share two
fundamental limitations that reduce their reliability in practice[5][11].

The first limitation is their stateless nature. Most existing methods evaluate each communication round
in isolation, assigning scores or making filtering decisions based solely on the updates submitted in that
round, without consulting any record of each client’s past behavior. An adversary that behaves honestly
for several rounds before mounting a coordinated attack, or that alternates between benign and malicious
rounds to evade detection, can therefore avoid penalization indefinitely. Conversely, an honest client
whose update appears statistically anomalous in a single round due to the natural variance introduced by
Non-Independent and Identically Distributed (Non-IID) data distributions may be unfairly discarded by
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a defense that has no memory of the client’s prior honest contributions[10].

The second limitation is their single-dimension assessment criterion. Methods based on directional sim-
ilarity, such as FLTrust, can be bypassed by attacks that preserve gradient direction while amplifying
update magnitude. Methods based on norm filtering can be bypassed by attacks that keep the update
norm within an acceptable range while subtly altering its direction. No single behavioral signal is suf-
ficient to characterize the full space of adversarial strategies that a determined attacker can deploy in an
adaptive threat model[12][13].

These limitations collectively motivate the need for an aggregation framework that evaluates client trust-
worthiness across multiple complementary dimensions and over time, making irreversible exclusion deci-
sions unnecessary by replacing hard filtering with a continuously evolving, history-aware trust score that
adapts to each client’s observed behavioral trajectory.

Objectives

The primary objective of this thesis is to design, formalize, and experimentally evaluate TWA-HFL (Trust-
Weighted Adaptive Aggregation for Hierarchical Federated Learning), a robust aggregation framework
that addresses the shortcomings identified above. The framework is designed to simultaneously achieve
four goals:

1. Reduce the influence of malicious or suspicious clients on the global model by assigning lower
aggregation weights to participants whose behavioral indicators deviate from those expected of
honest contributors, without requiring their permanent exclusion.

2. Preserve the contributions of honest clients whose updates may occasionally appear anomalous
due to data heterogeneity or local training variance, by maintaining a trust history that moderates
the impact of isolated anomalies on a client’s long-term reputation.

3. Detect sophisticated adaptive adversaries that attempt to evade single-dimension defenses by
evaluating client updates simultaneously across four behavioral dimensions: global-direction sim-
ilarity, peer-cluster consistency, update magnitude, and historical trust stability.

4. Maintain competitive convergence efficiency alongside improved robustness, operating within
the same asymptotic complexity class as the strongest existing robust aggregators while providing
substantially richer behavioral information.

Proposed Approach

To achieve these objectives, TWA-HFL introduces a dynamic per-client trust score that evolves con-
tinuously across training rounds. At each communication round, four normalized behavioral indicators
are computed for each client. Global-direction similarity measures how well the client’s update aligns
with the recent trajectory of the global model. Peer-cluster similarity captures the directional agreement
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between the client’s update and those of its peers in the current round. Magnitude consistency detects
abnormal update norms by comparing each client against a robust lower-half median reference, making
the indicator resistant to a fraction of extreme outliers. Historical trust stability penalizes clients whose
accumulated trust scores have fluctuated erratically across previous rounds.

These four indicators are fused into a single RawTrust score via a fixed weighted combination and stored
in a per-client sliding window. A temporal regulation mechanism then estimates the linear trend and
variance of each client’s recent RawTrust history to distinguish improving behavior from deteriorating
or oscillating behavior. Clients demonstrating sustained improvement are rewarded with a small trust
bonus, while clients exhibiting persistent degradation are subjected to a progressively amplified decay
that reduces the weight of their historical trust in future rounds.

The final trust score is computed as an exponential moving average that balances historical reputation
against the current round’s assessment. Prior to aggregation, a trust-enhanced spectral clustering step
partitions clients into two groups by combining cosine similarity between updates with pairwise trust
affinities, and retains only the higher-trust cluster. The retained updates are norm-clipped to the median
of the trusted set and combined via a stabilized softmax weighted average, ensuring that no single client
can dominate the aggregation through magnitude amplification while preserving the contribution of every
retained participant.

Contributions

The main contributions of this thesis are as follows:

* A multi-dimensional behavioral trust metric that simultaneously evaluates client updates along
four complementary axes, preventing adversaries from bypassing the defense by manipulating only
one behavioral signal.

* A temporal regulation mechanism that integrates trend and volatility analysis over a sliding his-
tory window, enabling detection of subtle, persistent, or intermittent adversarial strategies that
evade single-round evaluations.

* A trust-enhanced spectral clustering procedure that leverages both geometric similarity and
accumulated trust reputation to isolate suspicious participant groups, providing robustness against
coordinated Byzantine and Sybil attacks without permanently excluding any client.

* A comprehensive empirical evaluation of TWA-HFL against six established aggregation base-
lines across seven Byzantine attack types at four malicious client ratios, on three benchmark datasets
of'increasing visual complexity, totaling 203 independent experimental runs conducted under a fully
reproducible setup.
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Experimental Evaluation

To assess the robustness and practical effectiveness of the proposed framework, a comprehensive empir-
ical evaluation was conducted on MNIST, FashionMNIST, and CIFAR-10, using a simulated three-tier
HFL topology composed of 100 edge clients distributed across five fog nodes. TWA-HFL was bench-
marked against FedAvg, Krum, TrimmedMean, FLTrust, FoolsGold, and RFL under seven attack types:
Label Flip, Gradient Scale, ALE, ALE without cluster alignment, Sign Flip, MinMax, and LIE, at mali-
cious ratios of 10%, 20%, 30%, and 40%.

The results demonstrated that TWA-HFL achieves the highest average accuracy across all datasets and at-
tack configurations, attaining 94.27% on MNIST, 78.68% on FashionMNIST, and 50.79% on CIFAR-10,
averaged over all conditions. Under the most challenging adaptive attack (ALE at 40% malicious clients),
all six baseline aggregators collapsed to near-random accuracy on MNIST while TWA-HFL maintained
96-97%. A dynamic mixed-attack scenario, in which each malicious client randomly selected an attack
type at every round, was introduced as an additional stress test: on CIFAR-10 under this setting, all base-
line methods reached random-guess performance while TWA-HFL held at 42.83% accuracy, validating
the robustness of its multi-dimensional and history-aware defense under highly unpredictable adversarial
conditions.

Thesis Organization

The remainder of this thesis is organized into four chapters, as follows.

Chapter 2 — Background of Federated Learning. This chapter provides the theoretical foundations
necessary to understand the proposed framework. It begins with the fundamentals of machine learning
and deep learning, covering supervised, unsupervised, and reinforcement learning paradigms along with
core training concepts. It then introduces the motivation for decentralized learning, the architecture and
training workflow of federated learning, and the extension to hierarchical federated learning. The chapter
concludes by reviewing the principal challenges facing FL and HFL systems, including statistical hetero-
geneity, systems heterogeneity, communication overhead, and security vulnerabilities.

Chapter 3 — Federated Learning Threats and State-of-the-Art Defense Mechanisms. This chapter
surveys the adversarial landscape of federated learning. It presents a taxonomy of attack types targeting
FL systems, covering poisoning attacks (data poisoning, model poisoning, backdoor attacks), inference
attacks, free-rider attacks, and Sybil attacks. It then critically reviews existing robust aggregation mech-
anisms, categorizing them as statistical-based defenses, accuracy-based defenses, hybrid defenses, and
trust-aware aggregation methods, identifying the limitations that motivate the proposed approach.

Chapter 4 — Trust-Weighted Aggregation for Hierarchical Federated Learning. This chapter presents
the TWA-HFL framework in full detail. It defines the system and threat model, describes the multi-
dimensional behavioral trust metric and its four components, and provides the complete mathematical
formulation of the RawTrust score, temporal regulation mechanisms, trust update rule, trust-enhanced
spectral clustering, norm clipping, and trust-weighted aggregation. The algorithmic workflow is presented
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alongside a step-by-step computational complexity analysis and a comparison with the state-of-the-art
defense mechanisms. The chapter closes with an illustrative trust evolution example tracing five clients
across four rounds.

Chapter 5 — Implementation and Experimental Results. This chapter describes the software envi-
ronment, simulation architecture, datasets, neural network models, training configurations, threat model,
and baseline aggregators used in the evaluation. It then presents the full experimental results across all
datasets, attack types, and malicious ratios, followed by a comparative analysis and a discussion of the
mixed-attack scenario. The chapter concludes by interpreting the results in light of the design objectives.

The thesis closes with a General Conclusion that summarizes the contributions, discusses the limitations
of the current work, and identifies five directions for future research.



Chapter 2

Background of Federated Learning

2.1 Introduction

Although Al has advanced significantly, its reliance on centralized machine learning causes problems
such as privacy risks, limited scalability, and high communication costs. Federated Learning (FL) aims to
overcome these limitations through a decentralized approach. In this chapter, we provide a comprehensive
background on FL and highlight the transition toward Hierarchical Federated Learning (HFL) in Internet
of Things (IoT) environments.

This chapter is organized as follows. Section 2.2 presents the fundamentals of machine learning (ML)
and deep learning (DL). Section 2.3 discusses the need for decentralized learning. Section 2.4 introduces
FL and its main concepts. Section 2.5 presents HFL. Section 2.6 highlights the main challenges in FL
and HFL. Section 2.7 discusses their applications. Finally, Section 2.8 concludes the chapter.

2.2 Fundamentals of Machine Learning

To comprehend the principles and factors underlying FL, it is essential to first review the basic concepts
of ML and DL as they form the foundation for more advanced approaches.

2.2.1 ML Definition

Machine learning is a branch of artificial intelligence that studies how computers can mimic human learn-
ing processes, acquire knowledge and skills, identify patterns, and continuously improve their perfor-
mance. It can be defined as a collection of algorithms and techniques used to develop computational
systems capable of learning from raw data in order to make predictions and inferences[ 14].
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2.2.2 Learning Paradigms

ML tasks can be categorized into three main groups, as shown in Figure 2.1 [15], based on the nature of
the input data and the type of output to be produced.

Machine Learning

Supervised Learning [Unsupervised Learning] [Reinforcement Learning
Model training with Model training with Model takes actions in the
labeled data unlabeled data environment then receives

state updates and feedback

Figure 2.1: Types of machine learning.

a. Supervised Learning:

Supervised machine learning uses labeled data from past and current examples to make predictions. It
works by training models on datasets where the correct outputs are already known. The model learns a
function that maps inputs to outputs. Once trained, it can predict results for new data. It also compares
its predictions with the real values to measure errors and improve its performance over time [16]. There
are two commonly used types of supervised learning algorithms:

Regression: Predicting a continuous numerical value from input data. Linear regression predicts a con-
tinuous numerical value (like price or temperature), while logistic regression predicts a probability used
for classification (usually between 0 and 1) to decide between categories.
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(a) Logistic Regression (b) Linear Regression

Figure 2.2: Comparison between Logistic Regression and Linear Regression .
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Classification: Assigning an input to a specific category or class.
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Figure 2.3: classification of the digits dataset .

b. Unsupervised Learning:

Unsupervised ML techniques are employed when the training data is unclassified and not labeled. The
system does not rely on predefined outputs, but instead explores the dataset aiming to discover underlying
structures or relationships that explain hidden structures in the data[16].

Figure 2.4: K-Means clustering using moon plot [17].

c. Reinforcement Learning:

The goal of reinforcement learning is to make the best decision in a given environment by learning from
the rewards and penalties received. While selecting actions, the algorithm should not only consider the
immediate reward but also the next and all subsequent rewards. For example, a program designed to play
a game or drive a car must constantly interact with a dynamic environment in which it is expected to
achieve a specific goal [14].
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Figure 2.5: Reinforcement Learning[18].

 The agent and the environment produce the basic interaction between them.
* The agent monitors the state of the environment and then performs an action.

* The environment receives the action and produces a new state.

Examples of reinforcement learning techniques include:

* Q-learning
* Temporal difference methods

* Monte Carlo methods

2.2.3 Core Training Concepts

In machine learning training, several criteria are used to reduce errors and improve performance in order
to build a model with accurate results. In this section, we discuss some of these criteria.

a. Dataset Splitting:
When the data set is large, it is better to split it into three parts: a training set, a validation set , and a

testing set [19].

* Training set: This is used to train a machine learning model, it typically represents the largest
portion of the dataset, and it usually represents between 70% and 80%.

 Validation set: It is a subset from the training set, used to evaluate the prediction error and the
performance of different models in order to select the best one by using hyperparameters.

» Test set: It is used to evaluate the efficiency and performance of the trained model, and it usually
represents between 10% and 20% of the dataset.
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Input Data

Image Datastore

Training Set Test Set

Training Subset Validation Set

Figure 2.6: Dataset preparation and splitting into training, validation, and test sets.

b. Features and Labels:

In machine learning, models learn from input output data pairs. Features refer to attributes or predictors,
which are the input variables used by the model to make predictions. Meanwhile, labels, also referred to
as target variables or outcomes, represent the values that the model is trained to predict [20].

Feature Matrix (X ) Label (y)
Yy

n features o, —= o,

sordures w
sordures w

Y

Figure 2.7: Feature matrix X of size n X m (n samples, m features) and label vector y of length n [21].
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¢. Model Training:

Model training is the process of training a ML model to improve its performance on a training dataset.
It is considered one of the most important steps in ML, as it involves adjusting the model’s parameters,
measuring the loss, and evaluating performance on validation datasets. These parameters include the
weights and biases in the mathematical functions that define the algorithm. This optimization aims to
produce more accurate outputs. The process is repeated iteratively until satisfactory results are achieved
and may also involve adjusting hyperparameters [22].

d. Epoch and Iteration:

An epoch refers to one complete pass through the entire training dataset where every data sample is
passed through the model and its parameters are updated based on the calculated error. The training
process requires multiple epochs, allowing the model to improve iteratively by adjusting its parameters
based on the calculated error [23].

An iteration is a single update of the model’s parameters during model training. Iterations occur once the
model processes one batch of data and updates the weights based on the error computed for that batch.
Each epoch consists of multiple iterations because the data are processed in batches [24].

e. Batch Size:

Batch size refers to the number of samples used in training a machine learning model, where the training
data is usually divided into smaller batches, each of which is processed independently before updating the
model parameters. It can also have a positive or negative impact on the speed and accuracy of machine
learning training [25].

Figure 2.8: Epochs, Batches, and Iterations Relationship [26].

f. Learning Rate:

Choosing an appropriate learning rate is one of the most important criteria in ML. An appropriate value
must be selected because a slow learning rate causes the model to take a long time and a large number of
iterations to converge, whereas a high learning rate causes the model not to converge at all [27].
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Figure 2.9: Learning Rate Scheduling [28].

g. Loss Functions:

The loss function measures the difference between a prediction and the actual value to evaluate model
performance. If the difference is very large, that means the prediction is poor, while a small difference
indicates a good prediction. Some of the most commonly used functions are MAE and MSE [29].

* Mean Absolute Error (MAE):
MAE, also referred to as the L1 loss, is another common choice for regression tasks. It measures
the average of the absolute differences between the predicted values Y; and the target values Y; :

n

1
MAE:EZ;

1=

Y; - Y,

* Mean Squared Error (MSE):
MSE, also referred to as the L2 loss, is one of the most widely used regression loss functions. It
is defined as the average of the squared differences between the predicted values Y; and the target
values Y] :

1 N\ 2
st - 155 (1)

=1
h. Overfitting and Underfitting:

Overfitting refers to the problem when the model performs well on the training set but poorly on the
test set. There could be many reasons causing overfitting, such as high feature dimensions, complex
model assumptions, excessive parameters, limited training data, and excessive noise. But essentially,
the overfitting problem is mainly caused by the model overfitting the training set without considering the
generalization ability of the network. Consequently, the model can predict the training set well but always
fails to predict new data [27].

Underfitting refers to a situation where there are too few predictive variables in a statistical machine
learning model, resulting in an overly simple model that fails to capture the underlying data distribution.
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This problem may also arise when the training dataset is too small or not representative of the overall
statistical population. An underfitted model performs poorly on the training data and therefore does not
generalize well to unseen data. As a result, its predictive performance on new cases is weak due to
insufficient learning of data patterns [19].

Figure 2.10: Underfitting vs. Overfitting [30].

i. Gradient Descent and Optimization:

Optimization is an important branch that aims to conceptualize, analyze, and solve problems of minimiza-
tion or maximization of a function on a specific dataset. Several optimization algorithms are discussed in
ML and particularly in DL-based systems, such as the gradient descent (GD) algorithm.

GD is one of the most popular optimization algorithms and the most widely used method to optimize
parameters for machine learning. It approximates the solution using an iterative approach that adjusts
the parameters gradually in order to minimize the cost function. Gradient descent has three main vari-
ants, which differ in how much data is used to compute the gradient of the objective (loss) function during
each update step. Batch Gradient Descent (BGD) computes the gradient using the entire training dataset,
which leads to stable but computationally expensive updates. Stochastic Gradient Descent (SGD), on
the other hand, updates the model parameters using a single training example at a time, making it much
faster but more noisy and less stable. Mini-Batch Gradient Descent (MBGD) provides a balance be-
tween the two by computing the gradient using a small subset (batch) of the training data, offering a good
trade-off between efficiency and stability.

Depending on the amount of data, a trade-off is made between the accuracy of the parameter update and
the time required to perform an update. Some of the optimization algorithms available are Momentum,
Adagrad, RMSprop, Adam, and Adamax [31].

2.2.4 Deep Learning Fundamentals

Deep learning(DL) is a subfield of machine learning. Unlike traditional machine learning approaches,
where feature extraction is often performed manually, deep learning models automatically learn relevant
features from raw data without human intervention. Deep learning is based on artificial neural networks
(ANNSs) and is widely used in applications such as prediction, classification, object detection, and lan-
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guage translation [32].

a. Neural Networks:

Generally speaking, DL is based on deep neural networks, namely multi-layer neural networks composed
of perceptrons, a perceptron simulates neurons in the human brain.

Figure 2.11: A biological neuron in comparison to an artificial neural network. (a) Brain neuron, (b)
Artificial neuron, (c) Neuron & biological synapse, (d) Artificial neural network [33].

According to the American neural network scientist Robert Hecht-Nielsen, a neural network is a comput-
ing system made up of a number of very simple, highly interconnected processing elements, which are
organized in a specific way to process information through their dynamic state response to external inputs
[34].

Combining the origins, characteristics, and various interpretations of neural networks, it can be simply
described as an information processing system designed to imitate the structure and functions of the human
brain. Artificial neural networks exhibit fundamental characteristics of the human brain, such as parallel
information processing, learning, association, classification, and memorization.

Neural networks are composed of multiple layers of neurons, including an input layer, one or more hidden
layers, and an output layer, as shown in Figure 2.12. Each node has an associated weight used during
model training. These networks are widely used in various applications due to their ability to learn from
large datasets, such as classification, prediction, face recognition, and translation [32].
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Figure 2.12: Neural Network [35].

b. Deep Learning Models:

DL consists of diverse architectural paradigms, among which Convolutional Neural Networks (CNNs)
and Recurrent Neural Networks (RNNs) are particularly prominent. This section provides a concise
overview of these architectures [36].

* Convolutional Neural Network (CNN):

CNNs have become one of the widely discussed subjects in many scientific fields, particularly in
pattern recognition. As the structure of CNNs can avoid complex image preprocessing and can
directly take the original image as input, they have been extensively applied in many fields.

CNN contains three types of layers: convolutional, pooling, and fully connected layers , as shown
in Figure 2.13 . In each CNN, there are two stages in the training process: the feed-forward stage
and the backpropagation stage. The most common CNN architectures are ZFNet, GoogLeNet,
VGGNet, AlexNet, and ResNet .

Figure 2.13: CNN architecture [37].

* Recurrent Neural Networks (RNN):

RNN s are designed to recognize sequences and patterns such as speech, handwriting, text, and such
applications. RNN utilizes cyclic connections in the structure which employ recurrent computations
to sequentially process the input data. RNN is basically a standard neural network that has been
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extended across time by having edges which feed into the next time step instead of into the next
layer in the same time step as shown in Figure 2.14 . Each of the previous input data is kept in a
state vector in hidden units, and these state vectors are utilized to compute the outputs.
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Figure 2.14: RNN Architecture [38].

¢. Generalization and Regularization:

In ML, the model faces several common problems such as overfitting, underfitting and generalization. To
address these challenges, various regularization techniques are used to improve the model’s performance
and accuracy.

* Generalization is the ability of the model to react as it did during training when fresh data was
provided to the model. That fresh data is taken as training data. In simple words, generalization is
the ability of a model to provide accurate predictions once it is trained by using the training data. A
model that has the ability to generalize is considered a successful model. If we overtrain the model,
then the model may not generalize and hence may lose the ability to learn from new data. The
over-trained model will make inaccurate predictions when new data is provided to it. Similarly, if
the model has an underfitting problem, then again the model will not generalize [27].

* Regularization is a rather important and highly effective measure to reduce generalization error
in machine learning. Compared to the traditional machine learning model, the capacity of deep
learning models is larger, so it is more likely to lead to overfitting. To this end, researchers have
worked out several useful techniques to prevent overfitting, including:

— Parameter norm penalty, which adds norm constraints such as L1 and L2.

— Dataset expansion, such as adding noise and changing data.

— Dropout: randomly discarding a part of the output of neurons during the training phase. The
parameters of these discarded neurons will not be updated.

— Early stopping of training should be allowed: by examining the validation dataset regularly,
and when the loss function of the validation dataset starts to rise, training can be stopped in
advance to avoid overfitting [32].
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2.3 Motivation for Decentralized Learning

Decentralized learning facilitates collaborative privacy preserving machine learning without the vulner-
abilities and trust issues that centralized systems instantiate, drawing upon distributed protocols to coor-
dinate learning across diverse and autonomous agents.

Centralized learning assumes access to general state information and element paths during training. In
this centralized approach, training takes place on a single, powerful central node. IoT nodes share their
raw data with this central node, enabling the use of the entire dataset to build the model. However, this
centralized learning has many limitations [39]:

* Privacy Concerns and Data Sensitivity: Ensuring data privacy and security is of paramount im-
portance, as traditional centralized machine learning methods have long been associated with risks
to personal data privacy, including leaks, misuse, and exploitation. In centralized machine learn-
ing systems, raw data must be transferred to a central server for processing, exposing personal
information to these risks [40].

* Data Silos and Legal Barriers: Collecting, aggregating, and integrating heterogeneous data dis-
persed across various sources, as well as securely managing and processing it, are non-trivial tasks.
The challenges arise not only from transporting high-volume, high-velocity, high-veracity, and het-
erogeneous data across organizations, but also from industry competition, complex administrative
procedures, and, fundamentally, data protection regulations and restrictions, such as the EU GDPR
[40].

* Scalability and Communication Bottlenecks: As the number of clients and the volume of data
increase, the challenge of scalability intensifies, since a large number of clients can create bottle-
necks and limitations in both computational capacity and network connectivity, which may result
in increased latency and reduced efficiency [41].

* Single Point of Failure: In centralized learning, the entire training process takes place on a single
central server. This presents a serious security vulnerability, as the entire training process could
cease if the central server fails or is compromised, leading to significant losses, such as the loss or
corruption of training data [41].

2.4 Federated Learning

In the early stages of machine learning, when the amount of data was relatively small, the predominant
paradigm was centralized learning. However, with the emergence of big data and advancements in com-
puting power, the limitations of centralized learning became increasingly apparent. Training large-scale
models with vast amounts of data on a single server became impractical due to computational constraints.
To address these challenges, distributed learning techniques were introduced, enabling the training pro-
cess to be performed across multiple computing nodes.
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More recently, growing concerns about data privacy and security have driven the development of new
learning paradigms, among which FL has gained significant attention. In what follows, we present the
fundamental concepts of FL.

2.4.1 Definition and Core Concepts

FL is a type of decentralized machine learning where clients can jointly realize a model without sharing
their sensitive data with a central server. With FL, in contrast to a centralized learning paradigm where
data are gathered and stored on a central server, only model updates, for example, gradients or parameters
are transmitted and not the raw data itself, keeping the original data local.

FL is related to distributed learning in that both use a cluster of computing nodes and a parameter server
to aggregate results from those nodes. However, they differ in several important aspects. The distribution
and quantity of data are not centrally controlled and may be unknown if all training data is kept private. FL
also operates under Non-IID conditions, meaning that each client holds its own distinct data. FL offers
several advantages. It ensures compliance with data protection regulations, including the GDPR and
HIPAA, boosts security and privacy, makes FL applicable to analytics-sensitive applications in banking,
healthcare, smart cities etc. while lowering data expenses as well improving personalization [42].

Figure 2.15: federated learning architecture [43].

2.4.2 FL Training Workflow

The training process in the unified learning system occurs in four stages, and they are as follows [44]:

1. Client Selection and Model Initialization: At the beginning of each training round, the central
server commences each round by randomly selecting a subset of its clients to participate. It then
transmits the hyperparameters of the global model’s current state to each of the selected clients.
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2. Local Training: Each selected client receives the current global model and proceeds to train it
locally using its own private data. This process is carried out over several local epochs.

3. Model and Gradient Update Sharing: Each client transmits the resulting update to the central
server, expressed as the difference between the locally updated weights and the initial global model
weights.

4. Aggregation at a Central Server: The central server receives updates sent from clients and aggre-
gates them using an aggregation algorithm to rebuild an updated global model. The updated model
is then redistributed to clients, and this process is repeated until a specified number of rounds is
reached.

2.4.3 FL Taxonomies

FL systems can be categorized into different taxonomies depending on data partitioning, system architec-
ture, and scale of participation. These classifications provide a structured understanding of FL settings
and their associated challenges.

a. Data Partitioning

Data partitioning in FL describes how data is distributed across multiple clients and is generally classified
into horizontal, vertical, and federated transfer learning based on the relationship between feature space
and sample space [6].

* Horizontal Federated Learning, also referred to as sample-based FL, is applicable in scenarios
where datasets share the same feature space while collecting data from different user populations,
as shown in Figure 2.16a. For example, data from different universities may share the same feature
space, namely, information related to faculties and academic disciplines, yet differ in their sample
space, as the data corresponds to distinct students and faculty members.

* Vertical federated learning, or feature-based federated learning, is applicable to cases in which
two datasets share the same sample ID space but differ in feature space, as shown in Figure 2.16b.
For example, suppose there are two different institutions in the same city: one is a bank, and the
other is an e-commerce company. Their user base will likely include most of the area’s population;
therefore, their shared user space is large.

* Federated Transfer Learning applies to scenarios where participating clients differ in both their
sample space and feature space, as shown in Figure2.16c.
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Figure 2.16: Categorization of Federated Learning [45].

b. System Architecture:

Network topology in FL defines the organization of clients and servers and their communication during
the training process. It mainly includes centralized and decentralized architectures. as shown in Figure
2.17, each with different communication characteristics and scalability properties [46].

* Centralized Federated Learning: The centralized architecture constitutes a prevalent configura-
tion in the majority of FL systems. In this paradigm, a single central node assumes responsibil-
ity for communicating with all edge devices, aggregating local models, and deploying the resul-
tant global model. Model transmission within this architecture proceeds seamlessly and elegantly,
while the solitary central node incorporates a dedicated system amenable to customization for spe-
cific requirements. Expeditious updates are thereby facilitated, rendering it particularly efficient
for small-scale systems, as the central infrastructure demands minimal resources for establishment.

* Decentralized Federated Learning: A decentralized federated learning system only contains
edge nodes. A decentralized architecture moves the aggregation function to the edge. The system
is able to minimize the problem of performance bottlenecks, as the entire computational load is

distributed across all nodes.

Figure 2.17: Classification of FL based on network structures [47].
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¢. System Scale:

Federated learning can be classified into two types cross-device and cross-silo,based on the participating
clients and the model training scale [48].

* Cross-Device: The participating clients are usually edge devices (e.g., smartphones and wearables),
and each client is likely to have a relatively small amount of local data. Hence, for cross-device FL
to succeed, it usually requires a large number (e.g., up to millions) of edge devices to participate in
the training process. The model owner in cross-device FL is the coordinating central server (such
as Google).

* Cross-Silo: The clients are canonically companies or organizations (e.g., data centers, hospitals,
and banks) that own the global model themselves. Clients usually have sufficient computational
power and reliable connections (e.g., high-speed wired networks). The number of participants is
small (e.g., from two to a hundred), and each can have a relatively large amount of local data, and
each client is expected to participate in the entire training process.

2.44 The FedAvg Algorithm

McMahan et al. [5] introduced the FedAvg algorithm, which combines local SGD on each client with
a central server that aggregates the resulting local models by computing a weighted average based on
the number of data samples held by each client. The amount of computation is controlled by three key
parameters: C', the fraction of clients that perform computation in each round; F, the number of training
passes each client makes over its local dataset in each round; and B, the local minibatch size used for
client updates.

2.5 Hierarchical Federated Learning

FL is a paradigm that enables models to be trained collaboratively across distributed clients without break-
ing privacy. By allowing data to remain on clients’ devices and only sharing model updates, FL can
preserve privacy while unlocking the potential for collective intelligence for a wide range of applica-
tions. Nevertheless, FL encounters several challenges. HFL has emerged as a promising FL extension
that introduces multi-level organizational structures to reduce the effect of these challenges.

2.5.1 Definition of HFL

Hierarchical Federated Learning (HFL) is a decentralized machine learning approach that extends the
traditional federated learning architecture. It consists of three layers: a cloud server connected to mul-
tiple edge servers, which are in turn connected to several clients, each holding its own local datasets, as
illustrated in Figure 2.18.

In this architecture, clients perform local training on their private data. Each edge server aggregates the
models of its associated clients. Then, the cloud server aggregates the models from all edge servers. The
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updated global model is subsequently redistributed to the edge servers and then to the clients [7].

Layer 3: Central
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Figure 2.18: HFL Architecture [49].

2.5.2 Motivation for HFL

The motivation behind proposing HFL arises from the problems present in cloud-based FL. Although
the number of participating clients may reach millions, providing massive datasets necessary for DL,
communication with the cloud server is slow and unstable, for example due to network congestion, which
makes the training process inefficient and leads to high communication overhead and long latency. In
contrast, the edge server enjoys more efficient communication with clients.

Compared to cloud-based learning, hierarchical learning significantly reduces the communication cost
with the cloud, supported by efficient client-to-edge updates, resulting in a reduction in runtime and the
number of local iterations, as well as reducing the energy consumption of end devices. On the other hand,
since the cloud server can access more data, hierarchical learning outperforms edge-based learning in
model training, thus achieving a better balance between computation and communication [7].

2.5.3 The Three-Tier Architecture

The HFL architecture is divided into three levels: loT/edge, edge, and cloud [50].

 IoT and Edge Layer: The lowest layer of HFL, comprising devices such as smartphones, tablets,
Internet of Things (IoT) devices, and others. Each client owns its own private data.

» Edge Layer: The middle layer of HFL, responsible for aggregating updates from the first and last
layers and also reducing the load on the server.

* Cloud Layer: The final layer of HFL, a central server that receives all updates sent from the edge
servers.
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2.5.4 HFL Workflow

The workflow of HFL is inspired by the FedAvg algorithm and extended into a hierarchical version (Hi-
erAvg), incorporating an additional aggregation layer. The training process is carried out through the
following six stages [7]:

1. Global model distribution: The central server sends the global model parameters to the edge
servers, which in turn forward them to their associated clients.

2. Local model training: Each client receives the model sent by the edge server and trains it locally
using its own dataset.

3. Local model upload: After training, the clients send the updated model parameters to their respec-
tive edge server.

4. Edge-level aggregation : Each edge server aggregates the local models received from its clients.

5. Edge model upload: The aggregated models from each edge server are sent to the central cloud
server.

6. Cloud-level aggregation: The central server aggregates the models received from all edge servers
to update the global model. It then redistributes the updated parameters to initiate a new training
round. These steps are repeated until a predefined number of communication rounds.

2.6 Applications of Federated and Hierarchical Federated Learn-
ing

Federated learning systems play an important role in various fields. They are currently applied in a wide
range of domains, as illustrated in the following subsections:

* Healthcare: In healthcare, FL is used to allow medical institutions to train models independently
using their local data, ensuring patient privacy [51]. The combination of FL and the medical indus-
try can build disease detection models with good performance without compromising the private
information of patients, which promotes the intelligent transformation of the medical industry [52].

* Smart cities and homes: FL offers improvements in smart city services, such as traffic management
and energy efficiency, while maintaining data privacy. In smart homes, FL also provides comfort,
energy efficiency, and security [53].

* Finance: In finance, FL preserves the privacy and security of customers’ data while enabling several
critical applications, including credit risk management, stock market prediction, and fraudulent
transaction detection [54].
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* Recommendation systems: FL introduces federated recommendation systems (FedRec), a privacy-
preserving approach to recommender systems. It enables personalized recommendations while
keeping user data decentralized and protected [55].

* Internet of Things (IoT): Modern [oT networks contain numerous sensors that enable them to col-
lect, react to, and adapt to incoming data in real time. Building aggregated models in these scenarios
can be challenging due to the private nature of the data and the limited connectivity of each device.
Federated learning methods can help train models that efficiently adapt to changes in these systems
while preserving user privacy [56].

2.7 Fundamental Challenges in FL. and HFL

Despite the advantages of federated learning, particularly in preserving data privacy and avoiding the
sharing of sensitive information with others, it still faces several challenges, among which are:

2.7.1 Statistical Heterogeneity

In FL, each device trains locally using its own private data. This causes the non-IID data problem, which
refers to differences in data distribution across users. Four factors contribute to this phenomenon: attribute
skew, label skew, temporal skew, and quantity skew [57].

Non-IID data can significantly affect the performance, efficiency, and reliability of FL learning, and these
consequences include the following [58]:

* Model bias: The model may favor the data distribution of participants with more prominent datasets.

» Slow convergence: Non-IID data may lead to increased training time, as the global model struggles
to reconcile disparate local updates.

* Reduced model accuracy: The global model may perform poorly on specific subsets of underrep-
resented data.

* Training instability: Non-IID data may cause fluctuations in model performance across training
rounds, making it difficult to achieve consistent improvements.

* Communication inefficiency: Reaching convergence may require more communication rounds,
increasing network overhead.

* Privacy risks: In some cases, non-IID data may facilitate the inference of information about indi-
vidual participants’ datasets through model updates.

2.7.2 Systems Heterogeneity

System heterogeneity refers to the differences in devices used by clients, their software platforms, com-
munication protocols, and operating environments. These devices differ in processing power, RAM, and
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network bandwidth (3G, 4G, 5G, Wi-Fi).

In a federated learning system, the server waits for clients to submit their updated parameters before
initiating the aggregation process. Due to the variation in clients’ devices, their training efficiency differs,
as training time depends on their computational power. This means that high-powered clients and the
server may have to wait for slower clients to complete training, leading to wasted resources [59].

2.7.3 Communication Overhead and Efficiency

Communication overhead is a major bottleneck in federated learning, as the communication cost is often
significantly higher than the computation cost when numerous edge devices transmit their model parame-
ters to a central server. This high communication cost during the training process leads to reduced training
efficiency [52].

2.7.4 Vulnerabilities in Federated Learning

The main vulnerabilities within FL can be classified into three categories: client-side, server-side, and
network-level vulnerabilities.

Client-Side Vulnerabilities. Launched on the client portion of the FL process and can be subdivided
based on the focus of the attack: training data, local models and the FL channel [60].

Server-Side Vulnerabilities. They target the central server, particularly focusing on the aggregation
process and global model in the FL framework. These attacks can be further subdivided based on the
attack target: aggregated parameters/gradients and global model [60].

Network-Level Vulnerabilities. The network represents another point of vulnerability that an attacker
can exploit to influence the global model learned by the system. The adversary can observe communica-

tions sent over the network and prevent the FL algorithm from receiving the information needed to learn
a good model [61].

2.8 Conclusion

In this chapter, we presented the fundamentals of ML and DL and discussed the limitations of centralized
learning as well as the necessity of adopting decentralized approaches. We also introduced FL and its
main concepts, in addition to the multi-level architecture of HFL. Furthermore, we highlighted the key
challenges faced by these paradigms, including security vulnerabilities. Finally, we discussed their main
application use cases.
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Federated Learning Threats and
State-of-the-Art Countermeasures

3.1 Introduction

Federated Learning (FL) allows multiple clients to collaboratively train a shared model without exchang-
ing their raw data, making it suitable for distributed systems that are privacy sensitive. However, FL is
vulnerable to many adversarial threats , especially when data are non-IID or the system uses multiple hi-
erarchical layers. To address these challenges, researchers have proposed many aggregation mechanisms.

In this chapter we present an overview of the main attack vectors targeting FL systems and we examine
multiple state of the art aggregation mechanisms as well as the most used ones that are designed to mit-
igate these attacks. The objective is not only to review existing contributions, but also to identify their
limitations and highlight the research gap that motivated our proposed approach.

This chapter is organized as follows: Section 3.2 provides an overview of the main threats in federated
learning, while Section 3.3 reviews the state-of-the-art aggregation mechanisms, categorizing them into
different approaches.

3.2 Adversarial Threats in Federated and Hierarchical Federated
Learning (HFL)

HFL involves aggregation across multiple layers such as edge, fog, and cloud which increases the system’s
complexity and expands the attack surface. Understanding these threats is essential in order to design
robust aggregation mechanisms that can maintain the model’s integrity and reliability even in adversarial
environments because each type of attack targets different aspects of the learning process.

27
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(a) Standard Federated Learning setup with benign (b) Federated Learning under adversarial attack with ma-
clients. licious nodes.

Figure 3.1: Federated Learning: normal operation vs. adversarial scenario [62].

Figure 3.lillustrates the impact of attacks in federated learning by comparing two scenarios: with and
without malicious clients. In the benign case (Figure3.1a), all participants contribute reliable updates,
allowing the global model to converge smoothly toward high accuracy. In contrast, when attacks are
present (Figure3.1b) , some clients send corrupted or misleading updates, which disrupt the aggregation
process and degrade the overall model performance.

3.2.1 Poisoning Attacks

Poisoning attacks seek to compromise the integrity of the global model by injecting malicious data or
manipulated updates into the training process. These attacks can take different forms depending on the
attacker’s goal, typically categorized as targeted or untargeted.

Figure 3.2: Poisoning attack in a federated learning environment[62].
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Figure 3.2 illustrates a poisoning attack in an FL environment; adversaries inject malicious updates that
cause the poisoning of the global model after aggregation.

a. Targeted Attacks

The attacker aims to make the model behave incorrectly on specific inputs while leaving overall per-
formance mostly unaffected to avoid detection. Targeted attacks can take several forms, including data
poisoning, model poisoning, and backdoor attacks [63]. Tolpegin et al. [63] investigated the vulnerabil-
ity of FL systems to targeted data poisoning attacks, specifically label flipping attacks, where malicious
participants change the labels of their local training data from a source class to a target class. Through
experiments on CIFAR-10 and Fashion-MNIST, they demonstrated that even a small percentage of mali-
cious participants can significantly degrade global model accuracy and source class recall, while leaving
non-target classes largely unaffected which makes the attacks stealthy.

a.1 Data Poisoning Data Poisoning attacks occur when an adversary manipulates the training data by
injecting carefully crafted malicious samples. They aim to subtly corrupt the global model or influence
its behavior without being detected.

a.1.1 Label Flipping Attacks Adversaries deliberately misclassify training instances by reassigning
them to incorrect categories, for example, flipping “spam” emails to “ham”, as illustrated in Figure 3.3.
Although this attack is easy to implement, it has a very negative impact on the training process, especially
when the number of attackers increases [64]. Lavaur et al. [65] recently highlighted how label flipping
attacks can compromise the reliability of Federated Intrusion Detection Systems (FIDS) [66].

Figure 3.3: Label Flipping Attack
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a.2 Backdoor Attacks Backdoor attacks are dangerous and difficult to detect early. The attacker cor-
rupts either a single input such as forcing the model to systematically misidentify a particular individual
or a small subset of inputs sharing a common trigger, such as a specific pixel pattern embedded in images.
What makes this attack very dangerous is that during training, the model continues to perform normally
on clean data, showing no signs of compromise. It is only at inference time, when the specific trigger is
present, that the embedded backdoor activates and the model behaves maliciously [67].

Biggio et al. [68] demonstrated that an adversary with knowledge of the training process can craft and
inject malicious data points that systematically push the model toward higher classification error. Their
work exposed a fundamental vulnerability shared by most learning algorithms: the assumption that train-
ing data comes from a clean, uncompromised distribution. This is a critical point in federated learning
because the server has no direct visibility into how each client’s data is collected or prepared.

Figure 3.4: Procedure of typical backdoor attacks on Al models [69].

As shown in Figure 3.4, a backdoor attack usually happens in three steps. First, during the poisoning
phase, the attacker adds modified data with a hidden trigger into the training set. Then, in the training
phase, the model learns to link this trigger to a specific wrong prediction. Finally, during inference,
whenever the trigger appears in an input, the model produces the attacker’s desired output instead of the
correct one.

a.3 Model Poisoning An attacker deliberately alters the gradients or parameter updates sent to the
server, causing the global model to behave incorrectly or to include hidden backdoors.

a.3.1 Attack on Model Replacement In this attack, one malicious client or a group of colluding par-
ticipants work together to exploit model replacement to add hidden backdoor triggers to the shared global
model. This allows them to control how the model acts when it receives certain inputs—for example,
manipulating a language model to suggest specific word completions. By scaling their updates, these
attackers ensure that their adversarial goals are successfully integrated into the aggregated model during
the federated training process [70].
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b. Untargeted Attacks

The attacker tries to degrade the model’s overall performance, causing general misbehavior across many
inputs.

b.1 Gradient Manipulation: Gradients indicate the direction and magnitude of model parameter up-
dates during training. Attackers exploit this reliance by corrupting these signals to compromise the global
model:

* Gradient Scaling: Attackers scale up their gradient values to amplify the influence of their poi-
soned updates on the global model [71][66].

+ Sign Flipping Attacks: Attackers invert the signs of gradient values, instead of contributing to
convergence, the attacker forces the model to move in the opposite direction of the optimal solution.
This active sabotage is designed to undo the progress made by legitimate users and increase the
model’s test error [72, 73].

* Gaussian Noise Injection: Attackers inject random Gaussian noise into their updates to introduce
high variance and entropy into the aggregation to degrade the model’s performance [74, 73].

b.2 Byzantine Attacks: The term Byzantine originates from the Byzantine Generals’ Problem, intro-
duced by Leslie Lamport, Robert Shostak, and Marshall Pease in 1982. As illustrated in Figure 3.5 [75],
the problem describes a scenario in which multiple generals must coordinate a common decision (either
attack or retreat) by communicating over unreliable channels. Some of these generals may be traitors who
send conflicting or misleading messages to different participants. As a result, loyal generals must reach
agreement despite the presence of arbitrary and potentially deceptive behavior [76].

Figure 3.5: Byzantine Generals’ Problem.

A Byzantine attack refers to nodes in a distributed system behaving maliciously with the purpose of
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disrupting the learning process and preventing the global model from converging toward the optimal
solution [77].

Blanchard et al.[11] demonstrated that even a single malicious participant can significantly disrupt the
training process, leading to convergence failure and performance degradation. This vulnerability has
motivated the development of many defense mechanisms to improve the robustness of federated learning
against Byzantine attacks.

What makes Byzantine attacks different from other attacks is their unpredictability. Instead of following
a clear goal or strategy, malicious nodes can behave in completely arbitrary ways by sending inconsistent
or misleading information at any time. This patternless behavior makes them much harder to anticipate
and defend against compared to other structured attacks.

Shi et al.[77] introduced a new Byzantine attack called the weight attack, which targets the aggregation
step in federated learning. Instead of directly manipulating data or model updates, they exploit how
the server assigns weights to client contributions. Malicious clients falsely report the size of their local
datasets to gain more influence during aggregation. Since the server cannot verify these claims due to
privacy constraints, attackers can easily amplify their impact on the global model.

b.2.1 A Little Is Enough Attack (LIE) LIE’s core idea is to craft each malicious update so it appears
normal to robust aggregators, while coordinating them to produce a consistent adversarial shift in the
global model. It operates by having compromised clients submit small, well-aligned gradient updates
that remain close to benign ones in terms of distances or medians, but their aggregate drifts the model in
the adversary’s direction [78, 79].

3.2.2 Inference Attacks

Inference attacks in federated learning aim to extract sensitive information about the training data from
shared model updates or the global model itself, as illustrated in Figure 3.6, despite the absence of direct
access to raw data, without disrupting the model’s normal training process [80].

Figure 3.6: Inference attacks in the federated learning environment
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a. Model Inversion Attackers exploit their access to trained models via reverse engineering to re-
construct private training data from other clients, helping them reveal private information without direct
access to the raw data [81].

Figure 3.7: Reconstructed Image (Target 7).

Figure 3.7 shows a reconstructed image from the MNIST dataset; although it is slightly noisy, it is rec-
ognizable as the handwritten digit ”7”. The reconstruction achieved a confidence of 0.5391 and a loss
of 0.6232. These metrics indicate that the inversion process successfully extracted meaningful visual
patterns from the global model. This example demonstrates that MNIST, with its simple and structured
patterns, is relatively vulnerable to model inversion.

Figure 3.8: Reconstructed Image (Target 0).

Figure 3.8 shows a reconstructed image from class 0 (T-shirt) from the FashionMNIST dataset, which is
highly noisy and barely recognizable. The reconstruction achieved a confidence of 0.0210 and a loss of
3.8681, meaning the model failed to recover discriminative features for this class. The higher complexity
and variability of FashionMNIST make model inversion much more challenging. The effectiveness of
model inversion is dataset-dependent.
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3.2.3 Free-rider Attacks

Free rider attack is a new special attack method where malicious clients exploit the fact that they have
direct control over their local models or training data to submit fake parameters either because they lack

training data or because they want to save local storage space and computation resources, as illustrated in
Figure 3.9 [82].
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Figure 3.9: Free-riding attacks in the federated learning environment.

Zhu et al. [82] proposed an advanced free-rider attack that uses the history of global models to calculate
a scaled delta to ensure convergence. They exploit statistical properties such as the Ornstein-Uhlenbeck
process and geometrical relationships (cosine similarity and the L2-norm) to construct a fake update sim-
ilar to real updates, maintaining the stealth property.

3.2.4 Sybil Attacks

Sybil attacks occur when an adversary controls multiple fake or compromised clients to gain dispropor-
tionate influence over the aggregation process. By submitting coordinated malicious updates from these
identities, the attacker can bias the global model or even destabilize the training process [83].
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Figure 3.10: Sybil-Based Untargeted Data Poisoning Attack.

Figure 3.10 [84] depicts a Sybil-based untargeted data poisoning attack, where multiple seemingly in-
dependent clients, controlled by a single adversary, participate simultaneously in the training process.
These clients appear legitimate but collectively introduce subtle perturbations in their updates, leading to
a gradual degradation of the global model without targeting a specific outcome.

3.3 State of the Art Countermeasures

After having an overview about the main threats in FL, we explore the classical robust aggregation mech-
anisms that have been widely adopted to defend against adversarial FL threats.

3.3.1 Statistical-Based Defenses

Blanchard et al. [11] demonstrated that traditional aggregation rules based on linear combinations cannot
handle even one malicious client who can manipulate the aggregated update and prevent convergence. To
address this limitation, the authors propose Krum, a non-linear gradient aggregation rule that selects the
update whose distance to its closest n — f — 2 neighbors is minimal, where n represents the total number
of clients and f is the assumed number of Byzantine ones. Under the condition 2f + 2 < n, Krum is
proven to satisfy a formal Byzantine resilience property, ensuring the convergence of SGD even in the
presence of up to f faulty workers. The method has a computational complexity of O(n? - d), where d
denotes the dimension of the model parameters. The authors also introduce Multi-Krum, a variant that
averages the m best-scoring vectors instead of selecting a single one. Despite their robustness to Byzantine
gradients, selecting only a small subset of gradients may discard useful information from benign clients,
which can slow down convergence. Moreover, their effectiveness can degrade in highly heterogeneous
environments where client updates naturally differ due to non-1ID data distributions.

Unlike simple averaging, which is highly sensitive to extreme or adversarial updates, the median selects
the central value among client updates for each model parameter, effectively ignoring unusually large
or small contributions which makes it robust against certain types of Byzantine attacks, such as gradi-
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ent scaling or random noise injection [85]. However, the classical median treats all clients equally and
does not consider their relative reliability or contribution quality, which can limit its effectiveness in het-
erogeneous and non-IID environments. In this context, Kabbaj et al. [85] proposed a robust aggregation
method for federated learning called Weighted Median Aggregation (WMA). In this approach they assign
weights to clients based on reliability or contribution. For each model parameter they sort client values
then compute a weighted median instead of a mean , this helps limit the influence of malicious update.
However, it requires sorting per parameter, the performance depends on quality of assigned weights, and
still assumes a bounded number of attackers.

Wang et al. [86] proposed an aggregation method designed to mitigate the impact of malicious or out-
lier client updates in federated learning where instead of directly averaging all client updates, the server
performs a sorting of model updates and removes a fixed proportion of the largest and smallest values
before computing the mean of the rest updates. Their aggregator reduces the impact of adversarial clients
such as in scaling attacks. This approach is particularly effective when the number of malicious clients is
bounded and known in advance. However, its effectiveness depends on the correct choice of the trimming
parameter, as overly aggressive trimming may discard useful information from honest clients, especially
in non-IID settings where legitimate updates can naturally exhibit high variability. Additionally, since the
method operates independently on each parameter dimension, it may fail to capture complex structured
attacks that preserve coordinate-wise statistics while still manipulating the global model.

3.3.2 Accuracy Based Defenses

Xie et al. [87] proposed an aggregation rule designed for DSGD under adversarial settings. Unlike the ma-
jority of defense mechanisms that assume the number of malicious clients is bounded by a fraction of the
total participants, Zeno operates under the assumption of requiring only the presence of at least one honest
worker. The method evaluates each submitted gradient through a suspicion scoring mechanism called the
stochastic descendant score, which estimates how much the candidate update would decrease the loss
function while penalizing large update magnitudes. Gradients are ranked according to this score, and the
server aggregates the top m — b candidates, where m denotes the number of workers and b represents
the number of filtered gradients. This allows the algorithm to suppress harmful updates before aggre-
gation. The authors demonstrated that Zeno maintains stable convergence under several attack scenarios
through experiments on benchmark datasets. However, the approach introduces additional computational
overhead due to the evaluation of the stochastic descendant score, which requires extra forward passes to
estimate the loss variation. Moreover, the performance of Zeno depends on hyperparameters such as the
trimming parameter b, the penalty weight p, and the auxiliary batch size used for score estimation, which
may require careful tuning in practice.

3.3.3 Hybrid Defenses

Savoia et al. [88] propose SAGE, a multi-objective client selection framework that considers residual
energy, data diversity, and the use of renewable energy at the same time. They proved that it meets a
sustainability condition as long as at least 20% of clients keep a normalized residual energy above 0.2,
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which also ensures convergence of the global model even under highly non-IID data across up to 50
heterogeneous devices. The computational cost of SAGE is O(N-d), where N is the number of clients
and d is the size of the data divergence vector. They also proposed an adaptive local training variant
that reduces local epochs from 5 to 2 for energy-limited clients instead of removing them completely.
However, selecting only a subset of clients using a weighted objective can sometimes exclude useful
updates from clients that have moderate energy but highly informative data, which may slow down early
convergence. In addition, SAGE may perform less well in extreme non-IID settings ( = 0.1) when the
divergence weight is too low, since the method may favor energy-efficient clients while ignoring rare but
important data patterns.

3.3.4 Trust Aware Aggregation Baselines

Cao et al. [89] introduced a Byzantine resilient aggregation method that addresses the limitation of the
absence of a reliable reference point for evaluating client updates. Instead of relying solely on the submit-
ted gradients, FLTrust establishes a root of trust at the server side by maintaining a small clean dataset,
referred to as the root dataset. Using this dataset, the server computes its own gradient update, called the
server model update to use as reference to test the reliability of client updates. In each training round, the
server assigns a trust score to every client update based on its directional similarity with the server update,
measured through a ReLU-clipped cosine similarity. Updates that align more closely with the trusted di-
rection receive higher scores, while those pointing in opposite directions are ignored. In addition, FLTrust
normalizes the magnitude of client updates so that they lie on the same hypersphere as the server update,
preventing malicious clients from dominating the aggregation through excessively large gradients. The
final global update is then computed as a weighted average of the normalized client updates using their
corresponding trust scores. Experimental results show that FLTrust can remain robust even when a large
fraction of participating clients are malicious. However, the method relies on the availability of a clean
root dataset at the server, which may not always be feasible in practice. Moreover, if the distribution
of the root dataset differs significantly from that of the clients’ data, the trust estimation may become
unreliable, potentially reducing the effectiveness of the defense.

Fung et al. [90] introduced an aggregator that focuses on defending the system against sybil attacks. The
main idea behind FoolsGold is that malicious clients controlled by the same attacker tend to produce
very similar gradient updates, since they share the same objective. To detect this behavior, the method
measures the similarity between client updates using cosine similarity and reduces the influence of clients
whose updates are too similar to others. Instead of completely removing suspicious clients, FoolsGold
adapts the learning rate of each participant, giving less weight to updates that appear highly correlated.
This allows the aggregation process to limit the impact of colluding attackers while still keeping honest
participants in the training process. Experimental results show that this approach can effectively mitigate
different poisoning strategies, including label flipping and backdoor attacks, across several datasets and
models

Song et al. [91] introduced a reputation mechanism that evaluates the reliability of each client over mul-
tiple training rounds since the central server cannot observe the local training procedure of each client,
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such malicious updates can negatively affect the global model. The reputation score of each participant
is computed using a Beta distribution model and is updated based on the impact of its local update on
the global model performance. Clients that consistently contribute positively receive higher reputation
scores, while those whose updates degrade the model performance experience a decrease in their reputa-
tion. Based on these scores, the server applies a reputation-based scheduling strategy that prioritizes more
trustworthy clients for participation in the aggregation process, thereby reducing the influence of mali-
cious participants. However, the approach relies on evaluating client updates using a validation dataset
at the server side, which may not always be effective due to the non-IID nature of data distributed across
clients.



Table 3.1: Comparison of Robust Aggregation and Defense Mechanisms in Federated Learning

Contribution Category FL Position | Dataset Architecture | Strengths Limitations
Blanchard et al. | Statistical- Cloud-based MNIST, Flat FL Proven Byzantine re- | Discards useful up-
(Krum, Multi- | Based CIFAR-10 silience and robust gra- | dates, may  slow
Krum) [11] dient selection convergence, sensitive
to heterogeneity
Wang et al. | Statistical- Cloud-based MNIST, Flat FL Robust against outliers | Sensitive to  trim-
(Trimmed  Mean) | Based CIFAR-10 and scaling attacks ming parameter, weak
[86] against structured at-
tacks
Xie et al. (Zeno) | Accuracy- Cloud-based MNIST, Flat FL Requires only one hon- | High ~ computational
[87] Based CIFAR-10 est client, strong theo- | cost, sensitive hyperpa-
retical guarantees rameters
Savoia et al. | Hybrid Edge / Fog IoT data Hierarchical | Energy-aware and | May exclude useful
(SAGE) [88] diversity-aware client | clients, sensitive to
selection, scalable weight tuning
Cao et al. (FLTrust) | Trust-Based Cloud-based MNIST, Flat FL Strong robustness via | Requires clean root
[89] CIFAR-10 trusted reference model | dataset, sensitive to
distribution mismatch
Fung et al. (Fools- | Trust-Based Cloud-based MNIST, Flat FL Effective against Sybil | Weak against diverse or
Gold) [90] VGGFace2 attacks without prior | adaptive attacks
knowledge
Song et al. | Trust-Based Edge / Simulation- Flat FL Captures long-term | Depends on validation
(Reputation-Based Wireless based behavior and distin- | assumptions, limited
FL) [91] guishes malicious | real-world evaluation
clients
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3.4 Conclusion

In this chapter we reviewed the main security threats in federated learning and analyzed existing ro-
bust aggregation methods designed to mitigate them. While current approaches provide varying levels
of resilience against adversarial behavior, they often rely on strong assumptions and face limitations in
heterogeneous and non-IID settings. These challenges highlight the need for more adaptive and robust
aggregation mechanisms.



Chapter 4

Trust Weighted Aggregation for Hierarchical
Federated Learning

4.1 Introduction

In previous chapters, we examined the limitations and challenges of FL and reviewed several state-of-the-
art defense mechanisms, which allowed us to identify key research gaps. Traditional aggregation methods
assume honest clients, some robust aggregation methods aggressively eliminate suspicious clients, such
immediate exclusion policies may unfairly penalize honest participants whose updates appear noisy due
to non-1ID data distributions or training instability, sophisticated adversaries can mimic honest update
patterns making detection challenging. These observations motivated us to design a more adaptive and
behavior-aware aggregation strategy. In this chapter, we present our proposed approach along with its
mathematical formulation. We also provide illustrative examples to facilitate a clear understanding of
how client updates are evaluated, weighted, and aggregated.

This chapter is organized as follows: Section 4.2 introduces the system and the threat model describing
the HFL architecture and the roles of each layer as well as the adversary assumptions. Section 4.3 presents
the proposed behavioral trust metric detailing the trust components used to evaluate client updates. Sec-
tion 4.4 presents the mathematical formulation of the trust computation, temporal regulation mechanisms
and the trust-based aggregation strategy. Sections 4.5 and 4.6 provide the algorithm with an illustrative
example. Finally, Section 4.7 concludes the chapter.

4.2 System and Threat Model

To present TWA-HFL framework, we will first define the HFL architecture in which it operates and
characterize the adversarial environment it must withstand. We describe the roles of clients, fogs and
the cloud server, the assumptions our system operates under, the capabilities and objectives of potential
attackers. These elements describe the groundwork for our trust mechanism and specify the threats which
we are trying to defend against.

41
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Our HFL system consists of three layers:

a. Edge Clients

* Benign clients perform honest local training while potential sybil clients behave maliciously.
 Each client holds a private non-IID subset of the dataset and, after each training round, transmits

their model updates Awgt) to their assigned fog node.

b. Fog Nodes

Fog nodes are intermediary servers responsible for aggregating local updates from edge client clusters
and computing an intermediate trust score prior to cloud transmission.

» Each fog node receives updates from a subset of clients.

* Performs first-level trust-weighted aggregation using TWA-HFL.

* Forwards aggregated models to the central cloud server.
¢. Cloud Server

* Receives aggregated models from all fog nodes.
 Performs second-level aggregation to update the global model.

* Maintains global model wét) and distributes it to all clients at the beginning of each round.

The proposed trust-aware mechanism operates under the following assumptions:

a. Client Assumptions
 Each client possesses sufficient computational resources to perform local training for the assigned
number of epochs.

* Clients hold private local datasets and do not share raw data with other clients, fog nodes, or the
cloud server.

+ At each communication round, participating clients receive the current global model and compute
a local update sz@ using their private data.

* Benign clients follow the prescribed training protocol and submit genuine model updates.

» Malicious clients may behave arbitrarily: they can manipulate their local updates, scale them, invert
them, or craft adversarial updates with the goal of disrupting the global model.
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* Clients do not have direct access to the internal trust scores assigned by the aggregation mechanism.
b. Data Assumptions

* Data is non-IID across clients. The heterogeneity is simulated using a sharding strategy where each
client is assigned two shards of the dataset.

* Local datasets may vary in size, reflecting realistic client data imbalance.

* The training and test datasets are drawn from the same underlying distribution to ensure consistent
evaluation of global model performance.

c. System and Attack Assumptions

* A fraction of clients may be malicious, and their identities are unknown to the server.

» Malicious clients may collude and coordinate their updates in order to amplify the impact of the
attack.

* Fog nodes and the cloud server are assumed to be honest-but-curious and correctly execute the
aggregation and trust computation procedures.

» Communication channels between layers are assumed to be reliable, and transmitted model updates
are not altered during transmission.

4.3 The Behavioral Trust Metric

Conventional robust aggregation techniques typically rely on a single evaluation criterion, such as gra-
dient similarity, norm deviation, or distance from the mean update. Although they are effective against
basic attacks, they remain vulnerable to more adaptive adversaries. For example, in a gradient scaling
attack, a malicious client preserves the direction of its update while manipulating its magnitude, such
behavior can evade similarity-based detectors that primarily focus on directional alignment. Conversely,
adversarial label-exchange (ALE) attacks may maintain a plausible magnitude while subtly altering the
update direction, thereby bypassing magnitude-based filtering strategies.

A more fundamental limitation of these approaches is their stateless nature. Most existing methods eval-
uate client updates independently at each communication round, without considering historical behavior.
As a result, intermittent or strategically alternating attacks may avoid detection by remaining within ac-
ceptable bounds in isolated rounds.

To address these limitations, the proposed TWA-HFL framework introduces a dynamic behavioral trust
metric. Instead of relying on a single signal, each client is assigned a continuously updated trust score
that evolves over time. This score is derived from a multi-dimensional behavioral profile capturing com-
plementary characteristics of the client’s update patterns.
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By incorporating both instantaneous and historical information, the trust mechanism enables the system
to identify persistent malicious behavior, detect instability, and reward consistent honesty. The resulting
trust score directly influences the aggregation process, reducing the impact of suspicious updates while
preserving contributions from reliable clients.

4.3.1 Components of the Trust Score

Each client i is assigned a dynamic trust value that reflects the reliability of its model updates over time.
(t

This trust value is derived from an intermediate score, denoted as RawTrust, ), which captures the client’s

behavioral characteristics at communication round ¢.

The raw trust score is constructed from four complementary components. Each component measures a
distinct aspect of update behavior, ensuring that trust is not determined by a single criterion.

a. Update Similarity

This component evaluates the directional alignment between the client update Awgt) and the reference
global update direction.

In collaborative training, honest clients are expected to move the model parameters toward a common
optimization objective. Consequently, their updates should exhibit high directional similarity with the
aggregated global improvement. Malicious clients, in contrast, often introduce directional deviations
in order to poison the model. Measuring similarity therefore allows the system to detect updates that
significantly diverge from the collective learning direction.

b. Cluster Alignment

In the hierarchical setting, each fog node aggregates updates from a cluster of clients. Cluster alignment
measures the consistency between a client’s update and the aggregated behavior of its local cluster.

Honest clients operating under similar data distributions within the same cluster tend to produce updates
that are mutually coherent. A client whose update deviates strongly from its cluster peers may indicate
abnormal or adversarial behavior. This local consistency check strengthens robustness by incorporating
cluster-level behavioral information rather than relying solely on global comparison.

¢. Update Magnitude

The magnitude component measures the norm of the client’s update, that is the size of the update proposed
by the client to the model.

Under standard training conditions, clients start from the same global model and train for the same number
of'local epochs. As a result, honest updates typically have comparable magnitudes. Adversarial behavior
often disrupts this pattern. In gradient scaling attacks, malicious clients amplify their updates to dominate
aggregation. In contrast, stealthy attackers may shrink their updates to remain undetected while gradually
influencing the model. Monitoring update magnitude helps detect both exaggerated and abnormally small
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contributions.

d. Historical Consistency

Historical consistency evaluates the stability of a client’s past trust values. Instead of focusing solely
on the current update, this component incorporates the history of the client’s previously computed trust
scores.

An honest client should demonstrate relatively stable behavior across rounds. Repeated fluctuations in
trust may indicate intermittent or strategically alternating attacks. By integrating historical trust informa-
tion, the system reduces the impact of one-time anomalies while identifying persistent instability.

4.3.2 Behavioral Regulation: Trend and Volatility

While RaWTrustEt) captures instantaneous behavioral signals, it does not directly account for temporal
dynamics. To address this, two additional mechanisms are introduced: trend and volatility.

Importantly, these mechanisms operate on the history of RawTrust values rather than the smoothed Trust
score. Using raw values allows faster reaction to malicious behavior, as smoothing could otherwise delay
detection.

Trend measures the direction of change in RawTrust over a sliding window. A consistently increas-
ing trend indicates improving behavior and leads to trust reinforcement. Conversely, a decreasing trend
signals deteriorating behavior and accelerates penalization.

Volatility measures the variance of recent RawTrust values. High volatility reflects unstable or oscillating
behavior, which is characteristic of intermittent attacks. Low volatility indicates stable participation.

These two mechanisms are integrated into the final Trust update rule. A positive trend combined with
low volatility produces a recovery effect, rewarding sustained honest behavior. A negative trend or high
volatility strengthens decay, reducing the influence of suspicious clients.

Through this dual regulation process, the final Trust score becomes both history-aware and responsive,
enabling rapid reaction to adversarial deviations while preserving stability for benign clients.

4.4 Formulation of the Proposed Approach

We present the mathematical formulation of the proposed framework. We first define the notation and
representation of client updates, then formalize how behavioral indicators are computed and combined.
Finally, we describe how these quantities are integrated into the trust-aware aggregation mechanism.

We consider a set of clients participating at communication round ¢: S, = {1,...,n;}. Let w® be the
current global model and wgt) the local model obtained by client 7 after local training.



Chapter 4. Trust Weighted Aggregation for Hierarchical Federated Learning 46

Client update (delta). In this work, each client sends an update defined as:

Aw( = w —w®. @.1)

Global update history. The global update direction at round ¢ is defined as :

Awg) — w® — =D (4.2)

Let:
ugt) = vec <Aw£t)> € RY, (4.3)
where ugt) is the flattened vector representation of client ¢’s update at round ¢, and d is the total number

of parameters in the model.
Similarly, let:
Aul? = vec(Awl) € RY, (4.4)

where Augt) is the flattened vector representation of the global update at round ¢, defined as the difference
between consecutive global model states:

Aul) = vec(w®) — vec(w1).

The global update at round ¢ is computed as the trust-weighted aggregation of client updates:

uét) = Z egt) ug-t). 4.5)

JES:

(t

where €; ) is the aggregation weight assigned to client j.

a. Trust-Based Aggregation Weights

The goal is to determine how much influence each client should have when updating the final model. We
assign each client a continuous weight between 0 and 1 based on their trustworthiness, then use these
weights to compute a weighted average of client updates.

Client aggregation weights are computed using the following formula:

e — nexp (Trust; — m) (4.6)
> j—1 exp (Trust; —m)

where m represents the maximum trust score among all n clients in the cluster, and n is the set of clients
in the chosen trusted cluster C*:

n
m = max Trust;
j=1
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Trust; is the final trust score of client .

To avoid completely excluding a client from aggregation, a minimum weight threshold is applied:

é¢; = max(é;, 0.01) (4.7

Weights are then normalized so that 2?21 €; = 1t

&

U 4.8
2?21 éj (48

€ =

Softmax transforms trust scores into a normalized probability distribution, ensuring that aggregation
weights remain positive and sum to one while emphasizing relative differences in reliability among clients.

Now we can calculate the weighted average which will be the value of the first-level aggregation per-
formed by the fog server.

To determine Trust; we first need to compute RawTrust;. We compute four normalized indicators in [0, 1]:
Si(t) € [0, 1] (global-direction similarity), Ci(t) € [0, 1] (cluster alignment),
Mi(t) € [0, 1] (magnitude consistency), H” € [0,1] (historical consistency).

Example 1. Assume five clients with trust scores at round t:

Trust; = 0.95, Trusty = 0.80, Trust; = 0.60, Trusty; = 0.40, Trust; = 0.10.

Step 1. Find the maximum trust score m = max; Trust; = 0.95, then evaluate the raw softmax weights:

exp(Trust; — 0.95)
€ = .
>, exp(Trust; — 0.95)

é1=e"=1.000, é&=e"""~0861, é=e%°x0.705, & =e %0577, & =e "% x0.427.

Step 2. Normalize so that Z?:l € =1, with y_,;é; = 1.000 + 0.861 + 0.705 + 0.577 + 0.427 = 3.570:

Client ¢ €; = €;/3.570 Final weight
Ch 1.000  1.000/3.570 28.0%
Cy 0.861 0.861/3.570 24.1%
Cs 0.705 0.705/3.570 19.7%
Cy 0.577 0.577/3.570 16.2%
Cs 0.427  0.427/3.570 12.0%

Table 4.1: Aggregation weights derived from trust scores.
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Step 3. Apply the minimum threshold é¢; < max(é;, 0.01). All values already exceed 0.01, so no adjust-
ment is needed. Additionally, no second normalization is needed.

The most-trusted client C' receives 28% of the aggregation influence, while C's, whose trust score is nine

times lower, receives only 12%.

b. Global Direction Similarity

Cosine similarity between two vectors a, b € R? is defined as:

a'b
cos(a,b) = —————
(@5 = Tl ol

where a'b denotes the dot product between a and b, and ||a||, denotes the Euclidean (¢3) norm of a,
defined as:

T

llalls = VaTa.

To measure alignment, we compute the cosine similarity between the client update and recent global
update deltas, that is, the changes in the global model between consecutive rounds:

UZ@ ' Augt—k)

| |

cos <u§t),Au(t’k)) = ’

To reduce sensitivity to stochastic fluctuations, we average similarity over the K most recent global deltas:

K

- 1

) — I E cos (ugt), Augt’k)) ,
k=1

where K = min(3, ¢t — 1), and 3 is a hyperparameter representing the number of recent global rounds
used in the averaging process.The selection of X' = 3 for the temporal averaging window provides a
balance between noise reduction and responsiveness. Using a single round measurement (KX = 1) can
be affected by temporary fluctuations caused by mini-batch sampling, non-IID data distributions, and
partial client participation, which may lead to incorrect trust evaluations. However, a very large window
reduces the ability of Si(t) to adapt to real changes in the global optimization direction. Therefore, a three
round window is sufficient to smooth short-term noise while preserving the ability to follow the current
convergence trend.

Since cosine similarity lies in [—1, 1], we normalize it into [0, 1] to obtain a bounded behavioral indicator:
1+ 5"

) _
S = —-. (4.9)
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Thus, Si(t) € [0, 1], where:

. Si(t) ~ 1 indicates strong alignment with recent global optimization,
. Si(t) ~ 0.5 indicates weak or neutral alignment,

. Si(t) ~ 0 indicates strong opposition to global progress.

Att =1, or when no global update history is available, we initialize Si(t) = 1 for all clients.

Example 2. Consider five clients at round t = 2, with the previous global delta Auél) =10.5, 0.75] and
HAuél) llo = 0.901. Att = 1, no global history is available, thus, Si(l) = 1 for all clients. The L2 norm of
each client update is computed as:

[ul”]]s =

At t = 2, the client updates are given as follows:

Client ul? [,
Cl [0.60, 0.80] 1.000
C2 [0.50, 0.70]  0.860
C3  [-0.20, 0.10]  0.224

C4  [0.40, 0.90]  0.985
C5  [~0.50, —0.40] 0.640

Table 4.2: Client updates and their L2 norms at round ¢ = 2.

Since K = min(3, t — 1) = 1, the temporal averaging reduces to a single cosine similarity evaluation.

The similarity for each client is computed as follows.

cos (o ) = 2 G o = gy 0
cor(o Au) = = or ~ s = L0

cos (o uf?) = 0 T = g = 0124
cos (o, i) = B T = gy = 0997

cos (o) = T = e = 0%

Normalizing into [0, 1] via SZ-(Q) =(1+ SZ-@))/Z‘
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Client cos (u?) : Aué”) SZ-(Q) Interpretation
Ch 0.999 0.9995  Strong alignment
Cy 1.000 1.000  Strong alignment
Cs —0.124 0.438 Weak / neutral
Cy 0.987 0.993  Strong alignment
Cs —0.953 0.024  Opposing direction

Table 4.3: Global direction similarity scores at round ¢t = 2.

Client C's, with Séz) = 0.024, is strongly opposed to the global optimization direction and will receive a
substantially reduced trust contribution from this component.

c¢. Cluster Alignment Score

For each client ¢ in round ¢, we compute the cosine similarity between its update and all other clients j:

(t) — COS (ul(.t)’ u(t))7 Vj 7é 7 (410)

sim, ;

This produces a similarity matrix that describes the directional agreement between clients. We use cosine
similarity because it isolates directional behavior independently of magnitude. This is important since the
magnitude is already handled separately by M, i(t). Using cosine prevents double penalization and ensures
that each trust component captures a distinct behavioral dimension.

Let n; = |S;| be the number of participating clients at round ¢.

For each client 7, we sort the similarities {simf? : j # i} in descending order.

-3

and let M(t) be the set containing the & clients with the highest similarity to client :.

We define:

We compute the average similarity over the selected neighbours:

- 1
O = — Y sim)) (4.11)
| ]ej\/‘z(t)

N

Since cosine similarity lies in [—1, 1], we normalize it into [0, 1]:
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C(t) B CN'i(t)-f-l
2

(4.12)

Thus:

. C’i(t) = 1 indicates strong alignment with the majority.

. C’i(t) ~ (.5 indicates weak or neutral alignment.

C’i(t) ~ ( indicates strong opposition to the majority.

A client whose update direction significantly deviates from the majority as in poisoning or coordinated
Sybil attacks will obtain a low cluster alignment score.

Example 3. Consider six clients, four honest and two attackers, with the following update vectors at

round t:
Client  Type uz(.t) Normalized unit vector
Cy Honest  [0.52, 0.29] [0.873, 0.487]
Cs Honest  [0.48, 0.31] [0.840, 0.543]
Cs Honest  [0.51, 0.30] [0.862, 0.507]
Cy Honest  [0.49, 0.32] [0.837, 0.547]
C5;  Attacker [0.40, 0.45] [0.664, 0.747]
Cs  Attacker [0.10, 0.95] [0.105, 0.995]

For each client, the normalized unit vector is computed using L2 normalization as follows:

norm __ u; u;

Tl 2 TR
lulls = V0.52% + 0.292

u

For example, for client Cy:

[0.52, 0.29]

[[ull2

norm __

g = [0.873, 0.487]

Because the vectors are normalized to unit length, their dot product equals the cosine similarity directly.

The resulting pairwise similarity matrix is:
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4 Cy Cs Cy Cs Cs
Cy 1.000 0.998 0.999 0.997 0.945 0.576
Cy 0998 1.000 0.999 1.000 0.964 0.627
Cs 0.999 0.999 1.000 0.999 0.952 0.595
Cy 0.997 1.000 0.999 1.000 0.965 0.632
Cs 0.945 0.964 0.952 0.965 1.000 0.813
Cs 0.576 0.627 0.595 0.632 0.813 1.000

Table 4.4: Pairwise cosine similarity matrix.

With n, = 6 clients, the neighbourhood size is k = |6/2| = 3. The cluster alignment scores are derived

as follows:
CY = 1(1.000 4 0.999 + 0.998) = 0.999 = O} = 099+1 — (9995,
C = 1(0.965 + 0.964 + 0.952) = 0.960 = O = 0990+ — 0,980,
CY = 1(0.813 + 0.632 4 0.627) = 0.691 = O = 009+ — () 846

The attacker Cg receives the lowest cluster alignment score (0.845), reflecting its directional deviation

from the honest majority.

d. Magnitude Consistency Score

We first compute the Euclidean norm (¢, magnitude) of each client’s flattened update vector:

.
= i = (7)ol

)

()

The value m,’ represents the overall magnitude of the model modification proposed by client <.

Let M) = {m§t) . j € S;} be the multiset of all update magnitudes at round t. We sort M® in ascending
order and define the lower half as:

MY — smallest L%J values of M®,

low

We then define the robust reference median as:

med® = median (M(t) ) .

low

The lower-half robust median is used instead of the standard median to increase robustness against large
malicious updates. When a fraction of clients submit abnormally large updates (e.g., in a gradient scaling
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attack), the standard median may shift upward, causing honest clients to appear small by comparison. By
restricting the reference to the lower half of the distribution, the robust median remains anchored to the
typical honest update magnitude even when up to 50% of clients are malicious.

We measure how far each client deviates from this robust reference:

(®)

W _ My
B = (4.13)
where € > 0 1s a small constant to prevent division by zero.
We map R into a bounded score Mi(t) € [0, 1]:
(1, 0.5<RY <2,
o _ J2RY, RY <05
M = i o 1Y +0y (4.14)
2 RS
(R

We consider three cases:

« If0.5 < Rl@ < 2, the update magnitude is considered normal and Ml-(t) =1.
o If Rgt) > 2, the update is excessively large and may attempt to dominate aggregation.

o If RZ@ < 0.5, the update is unusually small and may indicate gradient hiding or low contribution.

Example 4. Five clients submit updates at round t = 1:

Client ulV m; = w2
Ch 0.50, 0.75 +/0.25 + 0.5625 = 0.901

[ ]

Cy 0.40, 0.70]  +/0.16 + 0.49 = 0.806
[ ]
[

Cs 0.10, 0.20 v/0.01 +0.04 = 0.224
Cy 0.45, 0.80] 1/0.2025 + 0.64 = 0.918

Cs [—0.30, —0.40]  1/0.09 + 0.16 = 0.500

Sorting magnitudes in ascending order gives {0.224, 0.500, 0.806, 0.901, 0.918}. The lower half con-
tains |5/2| = 2 values: {0.224, 0.500}, so medV = (0.224 + 0.500) /2 = 0.362.

The deviation ratios R; = m;/(med + ¢) with € = 0.001 and the resulting scores M; are:
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Client my; R; Case M;
Cy 0.901 0.901/0.363 = 2.482 R>2 2/2.482 = 0.806
Cy 0.806 0.806/0.363 = 2.220 R>2 2/2.220 = 0.901

C; 0.224 0.224/0.363 = 0.617 0.5 < R <2 1.000
Cy 0918 0.918/0.363 = 2.529 R>2 2/2.529 = 0.791
Cs  0.500 0.500/0.363 =1.378 0.5 < R <2 1.000

Table 4.5: Magnitude consistency scores

In this example the robust median anchors on the two smallest values, which allows the score to correctly

identify magnitude deviations relative to the lower portion of the distribution.

e. Historical Consistency Score

Variance measures how spread out a set of numbers is. We use it to determine whether a client’s trust
score stays stable (low variance) over time or jumps up and down (high variance).

Let Wy = min(5, ¢t — 1) denote the observation window for historical consistency.

We define the sample mean of the recent trust values as:

1 X
TH = — > Trust! ",
L

The variance of the recent trust history is then:

(t—

Trust; ") denotes the trust value of client i at round t — k (at most 5 previous rounds).

We convert the variance into a bounded score:

Hi(t) = max(O7 1-— min(l, A Vargt)>> , (4.15)

where A = 3 is a sensitivity parameter that determines the impact of trust variance on the final trust
score. Since Trustgt) € [0, 1], the maximum possible variance is 0.25, which occurs when the trust value
alternates between 0 and 1. We set A = 3 to apply a strong but non-saturating penalty in this worst-case
scenario (3 x 0.25 = 0.75). This value reduces the effect of unstable clients while avoiding excessive
penalties for honest clients, whose trust values may naturally vary due to non-IID data.

Thus, H" € [0, 1]:

- H l.(t) ~ 1 indicates stable trust history.
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s H i(t) ~ (0 indicates strong instability or behavioral oscillation.

For t = 1 or when fewer than 2 observations are available: Hi(t) =1.

Example 5. Client Cy has the following trust history over the five most recent rounds at t = 6, giving
Wy =min(5, t — 1) = 5:

— _ 2
Round Trustgt_k) Trustgt_k) — TI(G) <Trust§t_k) — T1(6)>

t—5 0.900 +0.028 0.000784
t—4 0.850 —0.022 0.000484
t—3 0.880 -+0.008 0.000064
t—2 0.860 —0.012 0.000144
t—1 0.870 —0.002 0.000004

Table 4.6: Trust history of C; over the observation window.

The sample mean is:

0.900 + 0.850 + 0.880 + 0.860 + 0.870  4.360

76 _
! 5 5

= 0.872.

The variance over the window is:

6 _ 0.000784 + 0.000484 + 0.000064 + 0.000144 + 0.000004  0.001480

Var; 3 = 0.000296.

Converting to a bounded score with \ = 3:

H® = max(0, 1 — min(1, 3 x 0.000296)) = 1 — 0.000888 ~ 0.999.

The near-unity score confirms that C exhibits highly stable behaviour with negligible fluctuation across
the observation window.

f. RawTrust Score

We can now calculate RawTrust; (t):

where : w, = 0.30, w. = 0.20, w,, = 0.25, w, = 0.25

This equation means that the instantaneous trust of client ¢ at round ¢ is a weighted sum of four different
indicators:
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30% of the decision is based on the global direction similarity of the client’s update S;(t),

20% is based on the client’s alignment with other clients C;(t),

25% reflects the magnitude consistency of the client’s update M;(t),

* 25% accounts for the client’s historical trust consistency H;(t).

Larger RawTrust;(t) values indicate that the client is more trustworthy, while smaller values indicate that
the client is potentially suspicious or malicious.

Example 6. Consider client Cy at round t > 1 with the following behavioral indicators:
Si(t) =0.95, C4(t) =0.90, M,(t)=0.96, H,(t)=0.92,

and prior state Trust; (t — 1) = 0.80, Decay, (¢) = 0.90.
Step 1. RawTrust. Using weights ws = 0.30, w. = 0.20, w,,, = 0.25, w;, = 0.25:

RawTrust; () = 0.30 x 0.95 + 0.20 x 0.90 + 0.25 x 0.96 + 0.25 x 0.92
= 0.285 + 0.180 + 0.240 + 0.230 = 0.935.

Step 2. Trust update. With o = 0.60 and 5 = 0.40:

Trust, (t) = « - Trusty (¢t — 1) - Decay, (t) + - RawTrust, (¢)
= 0.60 x 0.80 x 0.90 + 0.40 x 0.935
= 0.432 + 0.374 = 0.806.

The updated trust score Trust; (t) = 0.806 is slightly above the previous value of 0.80, indicating that the

client remains reliable across consecutive rounds.

g. Trend Calculation

To capture behavioral dynamics, we introduce a trend component based on the evolution of the RawTrust
score over a sliding window of Wi, = min(4, ¢ — 1) rounds.

We estimate the slope of RawTrust using least-squares linear regression over the recent window:

Wraw ZE/MIV k- RaWTI'LlSt (t=k) (ZWMW k») (Zg/ra{v RaWTI'UStZ(t_k)>

B =
7 Wraw ZWraw k2 _ <2me k’)

4.17)

where £ = 1 corresponds to the most recent round and k£ = W, to the oldest round in the window.

. Bft) > (0: improving behavior.
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. Bi(t) < 0: degrading behavior.

. ﬁi(t) ~ (: stable behavior.

Note that the trend and volatility computation uses a window of W,,, = min(4, ¢ — 1) rounds, while the
historical consistency score uses a separate window of Wy = min(5, ¢ — 1) rounds. These two windows
are maintained independently, reflecting the different temporal scales of their respective mechanisms.

Example 7. Consider client Cy at round t = 6, with W, = min(4, t — 1) = 4. The RawTrust history
over the window is:

R

k  Round RawTrustg
1 t-1 0.82
2 t-2 0.76
3 t-3 0.70
4 t—-4 0.65

Table 4.7: RawTrust history of C'; over the sliding window.

We apply the least-squares slope formula with W,,, = 4. First, compute the required sums:

] =

k=1+2+3+4=10,
1

E*=1+449+16 =30,

M- 7

i
I

4
> RawTrust} ™) = 0.82 + 0.76 + 0.70 + 0.65 = 2.93,
k=1
4

> k- RawTrust]' ™" = 1(0.82) +2(0.76) + 3(0.70) + 4(0.65)
k=1

=0.8241.52 +2.10 4+ 2.60 = 7.04.

Substituting into the trend formula:

6  4xT04-10x293 28.16-29.30 —1.14

& Ix30-10° 120—100 _ 20 0057

Since ﬁ{fj) = —0.057 < 0, the trend is negative, indicating that Cs RawTrust has been consistently
degrading over the last four rounds. Depending on the threshold Tyeng = 0.01, this will trigger the decay
mechanism in the current round.
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h. Adaptive Volatility

Volatility measures the stability of a client’s behavior over recent rounds. In non-IID federated learning,
honest clients naturally exhibit some variance due to data heterogeneity, so we use an adaptive threshold
based on the population statistics.

A client is considered suspicious only if their variance exceeds one standard deviation above the mean
variance of all clients. This prevents unfairly penalizing honest clients with heterogeneous data while still
catching erratic attackers.

Trend captures direction, but not stability. An attacker performing intermittent attacks may avoid pro-
ducing a clear negative slope while still generating unstable behavior. To detect such oscillations, we
measure the variance of RawTrust over the same sliding window Wi,

First, we compute the mean RawTrust over the window:

W,
1 raw _
A = T ZRamestgt k)
raw k=1
Then, we compute the variance:
1 WI’aW 2
ol(t) = 7 Z (RawTrustEtik) - /lz(»t)) (4.18)
raw k=1

Low variance indicates stable behavior, while high variance suggests oscillating or erratic participation.

The adaptive volatility threshold is computed from the population of all client volatilities at round ¢:

®)

Tvol = M2 + U(t)

o2

()

where 1, and JS;) are the mean and standard deviation of {o7()} across all clients j with sufficient

history.

Example 8. Consider three clients with computed volatility values:

o} =0.002, o5 =0.010, o2 =0.030.

Assume the population statistics are:

1) =0.015, o) =0.008.

Thus, the adaptive threshold is:
Tvor = 0.015 4 0.008 = 0.023.
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We classify clients as follows:

Uf < Tyo = Stable, a% < Ty = Stable, 032, > Tyl = SUSpicious.

Client Cj is flagged due to high volatility indicating unstable behavior.

i. Trust Recovery Mechanism

Let good; denote the number of consecutive rounds in which client 7 has exhibited improving behavior,
defined by:

if Bi(t) > Tirend aNd 07 (t) < Ty :  good; < good, + 1, bad; < 0

where Tiyeng = 0.01.

When a client demonstrates sustained improving behavior (good, > 3), a small bonus is added to its raw
trust score before the final trust update:

® min (1, Ramestgt) +p- goodi> , if good, > 3,
RawTrust;,” = (4.19)

RawTrustEt) : otherwise,

with p = 0.05.

j. Decay Mechanism

Let bad; denote the number of consecutive rounds with degrading or unstable behavior:

if B < —Tyena OF 02(t) > Ty 1 bad; < bad; + 1, good, + 0

- 6% ifbad; > 2,
Decay;,(t) = (4.20)
v, otherwise,

where v = 0.9 and 6 = 0.9.

Decay; () is the retention ratio of a client’s previous trust when updating its trust score in the current
round. Decay values lie between 0 and 1, allowing past trust to be fully or partially retained. Occasional
errors slightly reduce Decay, while repeated misbehavior progressively diminishes it, ensuring gradual
rather than abrupt penalization of historical trust.

~ represents the maximum possible value of the decay factor, i.e., the upper limit of how much past trust
can be retained. We chose 7 = 0.9 because it is close to 1, meaning that minor mistakes do not cause
a significant loss of trust. This choice retains reliable clients while gradually penalizing clients with
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repeated misbehavior over successive rounds.

0 is a factor used to gradually reduce a client’s previous trust when they behave badly in consecutive
rounds. We chose 6 = 0.9 so that the reduction of previous trust occurs gradually in response to repeated

misbehavior, rather than dropping abruptly.

Decay Value Effect
1.0 No penalty
0.9 Light penalty
0.5 Moderate penalty
0.1 Strong penalty
0.0 History reset

Table 4.8: Impact of Decay Values on Client Trust

Example 9. The decay factor Decay,(t) is governed by the consecutive-bad-round counter bad;, with

parameters ¥ = 0.9 and § = 0.9:

v % ifbad; > 2,

Decay,(t) = '
v, otherwise.

The following table illustrates the progressive effect of repeated misbehaviour:

bad; Decay = 0.9 x 0.9%*%  Effect on prior trust
Oorl 0.900 Light penalty

2 0.9 x 0.81 =0.729 Moderate penalty
0.9 x 0.729 = 0.656  Significant penalty
0.9 x 0.656 = 0.590 Strong penalty
0.9 x 0.590 = 0.531  Very strong penalty

Ot = W

Table 4.9: Decay values as a function of consecutive bad rounds.

The gradual decrease ensures that isolated mistakes do not cause a disproportionate loss of trust, while
persistent misbehaviour across multiple rounds leads to progressively stronger penalization of accumu-

lated historical trust.

k. Trust Score Update Mechanism
The trust of client 7 at communication round ¢ is defined as:
RawTrust;(t), ift =1,

Trust;(t) = (4.21)
« - Trust;(t — 1) - Decay;(t) + 8 - RawTrust;(t), ift>1,
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where a = 0.6, 5 = 0.4.

Finally, the trust score is bounded to [0, 1]:

Trust;(t) = min(1, max(0, Trust;(t)))
Trust;(t) is the trust score of client ¢ at communication round ¢.

* A high value indicates that the client is consistent, reliable, and aligned with the global model.

* A low value indicates that the client may be faulty, noisy, or potentially malicious.

RawTrust;(t) is the instantaneous trust score of client ¢ at round ¢, boosted if the client has demonstrated
sustained good behavior.

Trust;(t — 1) denotes the trust score of the previous round.

Decay, () represents the proportion of the client’s previous trust that is retained when updating trust in the
current round. For ¢ > 1, 60% of the previous round’s trust, adjusted by the retention factor Decay; (),
is combined with 40% of the current round’s trust. The weights of 60% and 40% are chosen to prevent
excessive penalization: even if a client had high trust in previous rounds, a minor mistake in the current
round should not cause a disproportionate drop.

Example 10. We trace client C'y across three consecutive rounds to illustrate the full update mechanism,
with o = 0.60, 8 = 0.40, vy = 0.9, 0 = 0.9, and Tyeng = 0.01.

Round t = 1. No prior history is available, so the trust score is initialized directly:

Trusty (1) = RawT'rust;(1) = 0.935.

Roundt = 2. The behavioral trend ﬁf) > Tiend @nd volatility 0%(2) < Ty, so bad; = 0 and Decay, (2) =
v = 0.90:

Trust; (2) = 0.60 X Trust; (1) x 0.90 4+ 0.40 X RawTrust;(2)
= 0.60 x 0.935 x 0.90 4 0.40 x 0.970
= 0.505 + 0.388 = 0.893.

Round t = 3. The client exhibits degrading behaviour for two consecutive rounds (bad; = 2), so
Decay,(3) = 0.9 x 0.9% = 0.729:

Trust; (3) = 0.60 x Trust; (2) x 0.729 + 0.40 x RawTrust,(3)
= 0.60 x 0.893 x 0.729 + 0.40 x 0.820
= 0.391 + 0.328 = 0.719.
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Round¢ RawTrust bad; Decay « - Trust(t — 1)-Decay Trust(t)

1 0.935 — — — 0.935
2 0.970 0 0.900 0.505 0.893
3 0.820 2 0.729 0.391 0.719

Table 4.10: Trust score evolution for C'; over three communication rounds.

The decay triggered at t = 3 reduces the trust score from 0.893 to 0.719, reflecting the client's degrading
behavioral pattern while still preserving a portion of its accumulated historical trust.

I. Trust-Enhanced Spectral Clustering Formulation

before the final aggregation, to improve robustness against coordinated and Byzantine attacks, we perform
clustering of client updates before aggregation. Unlike classical clustering, we incorporate trust scores
directly into the similarity structure.

Cosine similarity matrix : For all clients 7, j in the fog,we compute the pairwise cosine similarity of
their normalized update vectors:

~(t ~(t
(t) “E)'“(‘)
t

A = —— (4.22)
’Lj ~ ~ Y
@] e
(t)
il = W (4.23)
u; || +¢€

with A\ = 0.

Trust affinity matrix : We then construct a trust outer-product matrix:

T\ = Trust}" - Trust!” (4.24)

Enhanced affinity matrix : We combine geometric similarity with trust-based affinity:

AW _ A, - AE;) + )\ Tz(f) (4.25)

ij

where \; = 0.6 and \; = 0.4.

Spectral clustering : Apply spectral clustering with K = 2 clusters using AW ag the precomputed
affinity matrix, producing cluster labels ¢; € {0, 1}.
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Trusted cluster selection : We select the cluster with the highest mean trust score as the most reliable
cluster :

1 () :
¢ = arg max — Trust; C.={i:l;=c 4.26
g max ZC ; { } (4.26)
The final trusted client set is defined as:

C* = C. (4.27)

Example 11. 7o illustrate the proposed trust-enhanced spectral clustering mechanism, consider a fog
node receiving updates from 5 clients at round t.

Each client i provides a flattened update vector u\", while the normalized update vector a s computed

as
(®)

il =
)2+
Client ugt) ﬁl(-t)
C, [0.60, 0.80] [0.60, 0.80]
Cy [0.55, 0.75] [0.592, 0.806]
Cs [0.58, 0.78] [0.597, 0.802]
Cy  [-0.40, —0.30] [—0.800, —0.600]
Cs  [-0.35, —0.45] [-0.614, —0.789]

Table 4.11: Client update vectors and their normalized representations

Step 1: We compute the pairwise cosine similarity Ag;)of their normalized update vectors:

Cy Cy Cs Cy Cs
Ch 0 1.000 1.000 -0.960 -1.000
Cy 1.000 0 1.000 -0.957 -1.000
Cs 1.000 1.000 0 -0.959 -1.000
Cy -0960 -0.957 -0.959 0 0.965
Cs -1.000 -1.000 -1.000 0.965 0

Table 4.12: Cosine Similarity Matrix AS) between client updates

Step 2: Each client is assigned a normalized trust score:
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Client T rustz(-t)

Ch
Cy
Cs
Cy
Cs

0.95
0.92
0.94
0.30
0.25

Table 4.13: Client trust values at round ¢

. . (t)
We construct the trust affinity matrix T}

Cy

Cy

Cs

Cy

Cs

0.9025
0.8740
0.8930
0.2850
0.2375

0.8740
0.8464
0.8648
0.2760
0.2300

0.8930
0.8648
0.8836
0.2820
0.2350

0.2850
0.2760
0.2820
0.0900
0.0750

0.2375
0.2300
0.2350
0.0750
0.0625

Table 4.14: Trust Affinity Matrix

Step 3 : We combine geometric similarity and trust-based affinity to obtain the final enhanced matrix

Z(t) .

ij -

Cy Cy Cs C, Cs
Ch 0 09496 0.9499 -0.4620 -0.6000
Cy  0.9496 0 0.9499 -0.4562 -0.6000
C3  0.9499 0.9499 0 -0.4584 -0.6000
Cy -0.4620 -0.4562 -0.4584 0 0.6090
C5 -0.6000 -0.6000 -0.6000 0.6090 0

Table 4.15: Enhanced Affinity Matrix ZS)

Step 4: To determine the cluster assignments, we analyze the structure of the enhanced affinity matrix

Z(t)

ij -

We observe that clients C, Cy, and C5 have strong positive similarities (close to 1) between each other,
indicating highly consistent updates.

In contrast, their similarities with Cy and Cs are negative (around —0.5 to —0.6), suggesting strong

dissimilarity.

On the other hand, clients Cy and C'5 exhibit a positive similarity (0.6090), meaning they form a separate

group.
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Based on this similarity pattern, we identify two distinct clusters:

CO = {Clu 027 03}7 Cl = {047 05}

We then assign cluster labels accordingly:

Client Cluster Label ¢;

4 0
Cy 0
Cs 0
Cy 1
Cs 1

Table 4.16: Cluster assignments derived from affinity structure

Step 5: We compute the average trust score of each cluster in order to identify the most reliable group of

clients.

For cluster Cy = {C}, Cy, Cs}:

1 2.81
§(0.95 +0.924+0.94) = = = 0.9367

For cluster Cy = {C4,C5}:
1 0.55
5(0.30+0.25) = =2 — 0.2750

Cluster Mean Trust Score
Co 0.9367
C; 0.2750

Table 4.17: Average trust score per cluster

We select the cluster with the highest mean trust score:

=0

Thus, the final trusted client set is:
C* - CO - {017 027 03}

Clients C1, Cs, and C5 are identified as reliable since they exhibit both high mutual similarity and high
trust scores. In contrast, clients Cy and C5 have low trust values and form a separate cluster, indicating

potentially unreliable or malicious behavior.
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4.5 Algorithm

The TWA-HFL aggregation procedure is presented across three algorithm blocks due to its length. The
first block (Algorithm 1 : Update preprocessing and behavioral indicators.) vectorizes the raw client
updates and computes three of the four behavioral indicators (global-direction similarity .S;, peer-cluster
similarity C;, and magnitude consistency M; ) leaving historical trust stability H; for the next block. The
second block (Algorithm 2 : RawTrust aggregation and temporal behaviour analysis.) completes

the indicator stage with H;, fuses all four indicators into a RawTrust score RTZ(-t), and performs temporal
(t)
i

behavior analysis to distinguish sustained trends from momentary noise, producing an adjusted score RT
(t)

and decay factor Decay, ’ The third block (Algorithm 3 : Trust consolidation, clustering, clipping, and

aggregation.) consolidates the final trust score Ti(t), applies trust-enhanced spectral clustering to isolate
suspicious participants, clips update norms, and computes the trust-weighted global aggregation u(gt).

Together, the three blocks form a single coherent aggregation round executed entirely on the server side.
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Algorithm 1: TWA-HFL Framework

Input : Client updates {Awgt)}iegt,
global model w®~1),

previous global model w2,
raw-trust history window of size W,=4,
trust history window of size W;,=5
Output: Fog weighted aggregation ugt)

// Step 1: Compute flattened updates
1 for each client i € S; do
2 ‘ u; + vec(Aw!”) € RY
3 end

// Step 2: behavioral indicators
4 (S) Global-direction similarity
K < min(3,t-1).
If K=0: S;«<1.0.
Else:

@ 3 & W

S =

| —

<1 n 1 & U - Aug_k) )
5% —k
K=l 1 Aug ™)+

9 (C) Peer-cluster similarity

10 If |S;|<3: C;+1.0.
1 Else: k<« [|S:]/2];

12 select top-k peers M(t) by cosine similarity:
13
o 1
=5 ’ oy Z cos(u;, u;)
i jGM(t)

14 (M) Magnitude consistency:

T
15 Letm; = (ugt)) uz(»t) and myer = median({||uj|]}j: HuJ-HSmedian(Hu]-H)) (lower-half median).
16 R; < m;/(myes + €).
17

1.0 if 0.5 < R; < 2.0,

min(1, 2/R;) otherwise.




Chapter 4. Trust Weighted Aggregation for Hierarchical Federated Learning

68

Algorithm 2: TWA-HFL Framework (cont.)

18 (H) Historical trust stability:
19 If |H;| > 2: let 0% = Var(H,;):

H;, = max(O, 1 —min(1, Avar 0%1)), Avar = 3

Else H; < 1.0.
// Step 3: RawTrust score
20 for each clienti € S; do
2 | RTY4-0.308; 4 0.20C; +0.25 M; + 0.25 H;
22 Append RTZ@ to sliding window R;
23 end
// Step 4: Temporal behaviour analysis

24 Compute population volatility threshold: 7y u(t) + a((,g) over all ¢ with |R;|>2

o2
25 for each client i € S; do
26 if |R;| < 2 then
27 ‘ ﬁgt) <—RTZ@; Decayz(-t) +7; continue
28 end
29 W, <—min(4,|R;|); index ng) as 1, with k=1 oldest, k=W, most recent
30

W R — (D R) ()

51‘ 2
W, S k2 — (k) + e
Volatility: o2 (t) = Var(R;)

31 if 8; > Tiend and 02(t) < Tyol then
32 good, +=1; bad; <~ 0
33 if good, > 3 then
34 ‘ ﬁgt) < min(1, RTEt) + p-good;) (p=0.05)
35 else
36 ‘ ﬁﬁ” — RTZ@
37 end
38 Decayz(.t) —
39 else if 3; < —Tieng 0F 02(t) > Ty then
40 bad; +=1; good; <0
41 RT" « RT!
42 if bad; > 2 then
43 ‘ Decaygt) -6 (4=0.9, §=0.9)
44 else
45 ‘ Deca ®)

Y &
46 end
47 else
48 ‘ ﬁgt) — RTZ(-t); Decaygt) —
49 end

50 end
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Algorithm 3: TWA-HFL Framework (cont.)

// Step 5: Trust update
s1 for each clienti € S; do

52 if t =1 then
53 ‘ T <—ﬁ1@
54 else
55 ‘ T a TV . Decay” + 8-RT"  (a=0.6, 3=0.4)
56 end
(t) . . ®) .
s7 | T, < min(l,max(0,7;")); Append7;"” toH,;
ss end

// Step 6: Trust-enhanced spectral clustering
59 if |S;| > 4 then
60 ;< u;/(||u;]|+e) for all ¢
61 Aij<1; - u;, A;<=0  (cosine similarity matrix)
@ | Ty« 1" T\ (trust affinity matrix)
63 gij <—0.6A,; +0.4T;; (enhanced affinity matrix)
64 Apply spectral clustering with K=2 on A; obtain labels ¢; € {0,1}

65
1 (t) :
¢* = arg max T, C.={i:l;=c
gce{0,1} IC.| zGZC { )
SZ‘<—CC*
66 else
67 S+ S
68 end

// Step 7: Norm clipping
69 Myer <— median({||u;|| : i € S;'})
70 for each client» € S; do

~ . Myef
U; < u; -min| 1, ——

71
il + e

72 end

// Step 8: Trust-weighted aggregation
73 Stabilized softmax weights (max-shift + floor): m < max;cs: Tj(t)
74 for each clienti € S; do
75 € <—max(exp(7}(t)—m), 0.01)
76 end

77

t
78 return ué )
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a. Algorithmic Workflow

* Lines 1-3: Compute client updates

Each participating client computes its local model update sz(t). The server then flattens each
update into a vector representation u; so that all updates can be compared mathematically using
cosine similarity and vector norms.

* Lines 4-19: Compute behavioral indicators

For every client, the algorithm evaluates four trust-related indicators:

— Global-direction similarity (Lines 4-8)

This indicator measures how consistently a client’s current update aligns with the recent tra-
jectory of the global model. The cosine similarity between the client’s update u; and each of
the last K’ < 3 global model differences Auét_k) is computed and averaged. The result is
shifted into the range [0, 1] so that a perfect alignment yields S; = 1.0. Clients whose updates
deviate from the established global direction receive a lower 5;, flagging them as potential
adversaries or stragglers. When no previous global update is available (/X = 0), a neutral
score of S; = 1.0 is assigned.

— Peer-cluster similarity (Lines 9-13)

This indicator assesses how well a client’s update agrees with the majority of its peers within
the current round. The top-k most similar peers /\/Z-(t) are selected using cosine similarity,
where & = ||S;|/2]|. The average pairwise cosine similarity is then shifted into [0, 1] to
produce C;;. A high C; indicates that the client’s update is consistent with the dominant cluster
of updates, while a low C; suggests the client may be an outlier or running a divergent local
objective. When fewer than three clients participate, all receive C; = 1.0 to avoid unreliable
pairwise comparisons.

— Magnitude consistency (Lines 14-17)

This indicator detects abnormal update magnitudes that could indicate model poisoning or
gradient amplification attacks. The norm m; of the client’s update is compared against a
robust reference m,.r defined as the median of the lower half of all client norms, making it
resistant to a small fraction of extreme outliers. The ratio R; = m;/(myr+ ) is then mapped
to a score M; € [0,1]: clients within a factor of two of the reference (0.5 < R; < 2.0)
receive the maximum score, while those with abnormally small or large updates are penalized
proportionally.

— Historical trust stability (Lines 18—19)
This indicator rewards clients that have demonstrated consistent trust behaviour over previous
rounds. The variance 0% of the trust history H; is computed, and H; is derived by penalizing
high variance using a sensitivity parameter \,,, = 3. A client whose trust scores have been
stable across rounds receives H; ~ 1.0, while erratic behaviour — such as alternating between
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high and low trust — yields a lower H;. When fewer than two historical observations are
available, a neutral value H; = 1.0 is used.

* Lines 20-23: Compute RawTrust score

The four indicators are combined into a weighted score called RawTrust:

RTY =0.308; +0.20C; + 0.25 M; + 0.25 H;

Global-direction similarity is assigned the highest weight (0.30) as alignment with the global learn-
ing trajectory is the most direct signal of benign intent. Peer-cluster similarity receives the lowest
weight (0.20) since its reliability depends on having a sufficiently large and uncompromised peer
group. Magnitude consistency and historical stability each contribute equally (0.25), reflecting
their complementary roles in detecting current anomalies and capturing long-term behaviour. The
obtained value is stored inside a sliding history window R; for future behavioral analysis.

* Lines 24-49: Temporal behaviour analysis

The algorithm studies the behaviour of each client over time instead of relying only on the current
round.

— A trend score 3; is computed as the ordinary-least-squares slope of the client’s recent Raw Trust
values within the sliding window R;, capturing whether the client’s trustworthiness is improv-
ing or deteriorating.

— A volatility score oZ(t) is computed as the variance of the same window and compared
against a population-level threshold 7., detecting clients whose behaviour fluctuates errati-
cally across rounds.

Clients showing a positive trend and low volatility over at least three consecutive rounds are re-
warded through a small trust bonus p - good, (with p = 0.05), incentivizing consistently honest
participation.

Clients showing a negative trend or high volatility have their decay factor reduced as 7 - §°% (with
v = 0.9, = 0.9), progressively dampening their past trust contributions and reducing their future
influence gradually rather than removing them abruptly.

* Lines 51-58: Trust update

)

The final trust score Ti(t is updated by combining the decayed historical trust with the adjusted

RawTrust score:
Ti(t) =a- Ti(t_l) : Decaygt) + - ﬁgt), a=0.6, =04

The momentum coefficient « = 0.6 ensures that accumulated historical evidence outweighs any
single round’s observation, preventing sudden trust fluctuations caused by isolated anomalies. The
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freshness coefficient 5 = 0.4 ensures the score remains responsive to genuine behavioral changes.
The result is clipped to [0, 1] and appended to the trust history H; for use in subsequent rounds.

* Lines 59-68: Trust-enhanced spectral clustering

The algorithm builds an enhanced affinity matrix A combining:

— the cosine similarity matrix A;; capturing geometric agreement between client updates, and

— the trust affinity matrix 7;; = Ti(t) . Tj(t) encoding mutual trustworthiness between pairs of

clients.

The two matrices are blended as zzL-j = 0.6 A;; + 0.4 T;;, weighting update geometry more heavily
while still incorporating trust reputation. Spectral clustering is then applied to divide clients into
two groups. The cluster with the highest average trust score is selected as the trusted set S;, while
clients in the lower-trust cluster are excluded from aggregation. When fewer than four clients
participate, clustering is bypassed and all clients are retained.

* Lines 69-72: Norm clipping

The magnitude of each trusted client’s update is clipped using the median norm of S; as the refer-

~ . Myef
U; = U - mll’l(]., W) )
%

Updates whose norm exceeds the median are scaled down to match it, while smaller updates are left

ence threshold:

unchanged. This prevents any single client from dominating the aggregation through excessively
large gradients — a common strategy in scaling and boosting attacks — while preserving the update
direction intact.

* Lines 73-77: Trust-weighted aggregation

The remaining trusted clients receive aggregation weights derived from their trust scores through

a numerically stabilized softmax. A max-shift (exp(Ti(t)

— m) where m = max; Tj(t)) prevents
floating-point overflow, and a floor of 0.01 ensures that no client is assigned a zero weight, preserv-
ing a minimal contribution from all retained participants. Clients with higher trust scores therefore

obtain proportionally larger aggregation weights, and the global update is computed as:
ul?) = Z € U,
ieS;

where ¢; represents the trust-based aggregation weight normalized to sum to one over S;'.
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b. Computational Complexity Analysis

Let:

* n = |S;| be the number of participating clients,

* d be the dimension of the model update vector.
The computational complexity of TWA-HFL can be analyzed step by step as follows:
» Step 1: Flattened updates Each client update is vectorized once:

O(nd)

» Step 2: behavioral indicators

Global-direction similarity: Computing cosine similarity with up to K = 3 previous global
updates:
O(nd)

since K is constant.

Peer-cluster similarity: Requires pairwise cosine similarities between client updates:

O(n*d)

Magnitude consistency: Computing norms and the robust median:

O(nd) + O(nlogn)

Historical trust stability: Variance computation over fixed sliding windows:
O(n)

Therefore, Step 2 is dominated by:
O(n*d)

» Step 3: RawTrust computation Weighted score computation for all clients:

O(n)
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+ Step 4: Temporal behaviour analysis Trend and variance calculations use fixed-size windows
(W, = 4), therefore:
O(n)

 Step 5: Trust update Updating trust values for all clients:

O(n)

* Step 6: Trust-enhanced spectral clustering

— Construction of the enhanced affinity matrix reuses the pairwise cosine similarities already
computed in Step 2. The trust affinity matrix 7;; = 7. Tj(t) requires only O(n?), and the

)

weighted combination of both matrices is likewise O(n?).

— Spectral clustering on the n X n enhanced affinity matrix requires eigendecomposition:
O(n?)

Thus, Step 6 contributes:
O(n?)

with no additional n2d term beyond what was already paid in Step 2.

* Step 7: Norm clipping Norm computation and clipping for trusted clients:

O(nd)
» Step 8: Trust-weighted aggregation Softmax weight computation and weighted aggregation:
O(nd)

Therefore, the overall computational complexity of the proposed TWA-HFL aggregation algorithm, after
accounting for the reuse of pairwise similarities between Steps 2 and 6, is:

O(n? 4 n’d)

where the n%d term comes exclusively from the pairwise cosine similarity computation in Step 2, and the
n? term comes from the eigendecomposition in Step 6. Since in federated learning the model dimension
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typically satisfies d > n, with d commonly ranging from tens of thousands to millions of parameters, the
practical dominant cost is:

O(n?d)

¢. Complexity Comparison with State-of-the-Art Aggregators

Table 4.18 summarizes the computational complexity of TWA-HFL compared to well-known aggregation
methods.

array tabularx float

Table 4.18: Computational Complexity Comparison of Aggregation Methods

Aggregator Complexity Notes
FedAvg O(nd) Linear aggregation without pairwise client comparisons.
Krum /
: O(n%d) Requires pairwise distance computation between all client
Multi-Krum
updates.
Trimmed Mean O(ndlogn) Performs coordinate-wise sorting before trimming extreme
values.
Median O(ndlogn) Computes coordinate-wise medians across client updates.
FLTrust O(nd) Uses cosine similarity with a trusted server update generated
from a root dataset.
TWA-HFL O(n*d) Computes pairwise cosine similarities, behavioral trust met-
rics, temporal analysis, and trust-enhanced spectral cluster-
ing.

TWA-HFL operates at O(n?d) complexity, placing it in the same complexity class as the strongest robust
aggregators in the literature. This is a direct consequence of the pairwise cosine similarity computation
performed during the behavioral indicator stage, which is the standard computational price paid by any
aggregator that compares client updates against one another for Byzantine robustness. Simpler methods
such as FedAvg and FLTrust achieve linear complexity O(nd), but do so by forgoing pairwise comparison
entirely. FedAvg offers no robustness whatsoever against Byzantine clients, as it treats all updates equally
regardless of their behaviour. FLTrust, while more robust, introduces a strong assumption that the server
holds a clean and representative root dataset, which is difficult to guarantee in real-world deployments
and constitutes a practical limitation that TWA-HFL deliberately avoids.

Methods such as Trimmed Mean and Median achieve an intermediate complexity of O(nd logn) through
coordinate-wise sorting, but their robustness guarantees are limited to simple magnitude-based anomalies
and they offer no mechanism for tracking client behaviour over time. They are therefore vulnerable to
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sophisticated adversaries who craft updates that remain statistically indistinguishable from benign ones
in a single round.

The O(n%d) overhead of TWA-HFL is justified by the substantially richer information it extracts com-
pared to other aggregators in the same complexity class. While Krum uses pairwise distances solely to se-
lect a single representative update, TWA-HFL leverages pairwise similarities to simultaneously compute
multi-dimensional behavioral indicators, build a trust-enhanced affinity matrix, perform trust-weighted
spectral clustering, and derive aggregation weights that reflect each client’s accumulated behavioral his-
tory. This means that TWA-HFL achieves greater robustness depth and temporal adaptability without
incurring any additional asymptotic cost.

4.6 Illustrative Example of Trust Evolution

We provide an example to show how the trust and RawTrust scores are updated across rounds based on the
client’s performance. We consider a cluster of five clients: three benign clients (C, C5, C'), one scaling
attacker (C}) that amplifies its gradient magnitude while preserving direction, and one random attacker
(Cs) that injects noisy updates.
All clients are initialized with:
Trust!” = 0.7

Atround ¢t = 1, Trust is bootstrapped using RawTrust derived from behavioral indicators. From ¢ > 2,
Trust is updated using the temporal decay mechanism.
Clients with:

Trust!”) > 7 (7 = 0.85)

()

Round ¢t =1

Client S C M H RawTrust Trust

4 0.998 0.997 0.999 1.000 0.998 0.998
Cy 0.999 0.998 0.999 1.000 0.999 0.999
Cs 0.997 0.996 0.999 1.000 0.997 0.997
Cy 0.990 0.950 0.780 1.000 0.905 0.905
Cs 0.980 0.420 0.700 1.000 0.700 0.700

Table 4.19: Behavioral indicator scores and trust values at round ¢ = 1.

Round ¢t = 2
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Client S C M H RawTrust Trust

Cy 0.998 0.997 0.999 0.999 0.998 0.998
Cy 0.999 0.998 0.999 0.999 0.999 0.999
Cs 0.996 0.996 0.999 0.999 0.996 0.997
Cy 0.985 0.940 0.790 0.995 0.880 0.892
Cs 0.110 0.400 0.640 0.990 0.520 0.610

Table 4.20: Behavioral indicator scores and trust values at round ¢ = 2.

Round ¢t =3

Client S C M H RawTrust Trust

4 0.998 0.997 0.999 0.999 0.998 0.998

Cy 0.999 0.998 0.999 0.999 0.999 0.999

Cs 0.997 0.995 0.999 0.999 0.997 0.997

Cy 0978 0.940 0.780 0.990 0.850 0.860

Cs 0.050 0.390 0.580 0.970 0.430 0.560

Table 4.21: Behavioral indicator scores and trust values at round ¢ = 3.

Round ¢t =4

Client S C M H RawTrust Trust

4 0.999 0.998 0.999 0.999 0.999 0.999
Cy 0.999 0.998 0.999 0.999 0.999 0.999
Cs 0.998 0.996 0.999 0.999 0.998 0.998
Cy 0.970 0.930 0.770 0.980 0.820 0.835
Cs 0.030 0.380 0.560 0.950 0.350 0.500

Table 4.22: Behavioral indicator scores and trust values at round ¢ = 4.

Discussion of Trust Evolution

The results show that benign clients (C, Cs, C'3) maintain consistently high trust values and are never
penalized, remaining in the trusted cluster C*. The scaling attacker (Cy) experiences a gradual decrease
in trust, indicating moderate and progressive penalization due to inconsistent behavior. In contrast, the
random attacker (C5) is strongly penalized, with a rapid drop in trust leading to its exclusion from the
trusted cluster. Overall, the proposed mechanism effectively distinguishes between benign, moderately
malicious, and highly malicious clients.
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4.7 Conclusion

In this chapter we presented the proposed Trust-Aware Weighted Aggregation approach for HFL along
with its mathematical formulation and algorithmic workflow. The proposed method combines behavioral
trust evaluation, temporal regulation, trust-enhanced spectral clustering, and trust-weighted aggregation
to improve robustness against malicious and unstable client updates. While the approach aims to preserve
useful benign contributions and reduce the influence of adversarial participants, its effectiveness and prac-
tical performance must be validated experimentally under different attack scenarios and heterogeneous
non-IID environments.



Chapter 5

Implementation and Experimental Results

5.1 Introduction

In this chapter, we present the experimental evaluation of the proposed TWA-HFL framework. The ob-
jective is to assess the robustness, convergence behavior, and classification performance of TWA-HFL
against six established aggregation baselines under a comprehensive set of Byzantine and poisoning attack
scenarios. All experiments are conducted on a set of datasets using a simulated HFL topology composed
of edge clients and fog nodes.

The chapter is organized as follows. Section 5.2 describes the software and hardware environment. Sec-
tion 5.3 presents the simulation architecture. Section 5.4 introduces the datasets. Section 5.5 details the
neural network model. Section 5.6 defines the threat model. Section 5.7 walks through the key imple-
mentation components. Sections 5.8, 5.9, 5.10 describe the experimental protocol and present results.
Section 5.11 provides a discussion of the obtained results. Finally, Section 5.12 concludes the chapter.

5.2 Software Environment

All experiments were implemented and executed on Lightning AI', a cloud based machine learning de-
velopment platform that provides managed Jupyter notebook environments with on demand GPU access.
Lightning Al was chosen for its seamless integration with PyTorch, its ability to run long training jobs
without session interruptions, and its reproducible studio environment.

All code 1s written in Python 3.x and organized as a Jupyter Notebook (. ipynb) for step by step repro-
ducibility. Device selection is handled automatically, defaulting to GPU when available and falling back
to CPU otherwise:

device = torch.device(

'cuda' if torch.cuda.is_available() else 'cpu')

'https://lightning.ai
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Listing 5.1: Automatic device selection.

5.2.1 Libraries and Dependencies

Several software libraries were used to implement the proposed federated learning framework and con-
duct the experimental evaluation. All packages are available natively within the Lightning Al studio
environment.

PyTorch

PyTorch is an open-source deep learning framework developed by Meta Al that provides a flexible plat-
form for building and training neural networks.

torchvision

Torchvision is a companion library to PyTorch designed for computer vision tasks. It provides a collection
of commonly used image datasets, model architectures, and data transformation utilities that facilitate the
preprocessing and handling of visual data in machine learning applications.

NumPy

NumPy is a fundamental scientific computing library for Python that provides support for large multi
dimensional arrays and matrices. For our implementation it supports tasks such as computing similarity
values between client updates, handling trust score arrays, performing vector norm calculations, and ex-
ecuting additional mathematical operations required during aggregation.

pandas : Pandas is a data analysis and manipulation library built on top of NumPy, we used it to organize
and store the experimental results generated during training. DataFrames were used to record evaluation
metrics and trust values at each training round.

scikit-learn

Scikit-learn is a widely used machine learning library that provides a variety of algorithms for classifica-
tion, regression, clustering, and model evaluation.

matplotlib

Matplotlib is a Python plotting library that is used for plotting and visualizations. We used it to visualize
our experiment results.

SciPy

SciPy is a library built on top of NumPy that provides additional scientific computing functions.
psutil

The psutil library is used to monitor system resource usage during the execution of the experiments.

collections
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The collections module is a library that provides specialized data structures that we used in the imple-
mentation.

copy, math, time

These standard Python modules are used for auxiliary operations within the code. The copy module is
used to duplicate model parameters between rounds, math provides basic mathematical operations used
in several computations, and time is used to measure execution time for certain stages of the training and
aggregation process.

5.2.2 Reproducibility

To ensure fully deterministic results across runs on the Lightning Al platform, all random seeds are fixed
globally at the start of every experiment:

SEED = 42
random.seed (SEED)
np.random. seed (SEED)

torch.manual_seed (SEED)
if torch.cuda.is_available():
torch.cuda.manual_seed_all (SEED)

Listing 5.2: Seed fixing for reproducibility.

5.3 Simulation Architecture

To evaluate TWA-HFL under realistic conditions, the simulation replicates a three-tier HFL topology, as
illustrated in Figure 5.1. The system is organized into two distinct layers that reflect how FL is typically
deployed in real world edge computing environments such as [oT networks or mobile systems. A set
of edge clients perform local training and send model updates to intermediate fog nodes. Each fog node
aggregates updates from its associated clients before forwarding the aggregated model to the global server
for final aggregation.

The first tier consists of a set of edge clients, devices with constrained resources that hold private local
data and perform local training and send model updates to intermediate fog nodes without ever sharing
their raw data. The second tier is composed of fog nodes, which act as intermediate aggregators sitting
between the edge clients and the global server. Each fog node collects model updates from a subset of
clients assigned to it, then sends the results to the cloud server after performing a local aggregtion using the
collected updates. At each communication round, clients are randomly shuffled and uniformly distributed
across all fog nodes.

The global server then combines the outputs of all fog nodes to produce the updated global model, which
is broadcast back down to all clients for the next round.
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Global Server

Cloud Layer

Cloud Layer
Fog Layer [Fog Node 1] [Fog Node 2] [Fog Node 3] [Fog Node 4] [Fog Node 5]
Edge Layer E Edge Clients E

100 devices, 20 per fog node

__________________________________________________________________

— Local update
— Fog aggregate
— Global model broadcast

Figure 5.1: Three-tier hierarchical federated learning architecture. Edge devices transmit locally com-
puted model updates to their assigned fog node, where TWA-HFL performs first-level trust-weighted
aggregation. The resulting fog-level aggregates are forwarded to the cloud server for second-level aggre-
gation, and the updated global model is broadcast back through the fog nodes to all edge clients for the
next round.

5.4 Datasets

To evaluate the robustness of TWA-HFL across different types of data, we used three benchmark datasets
in our experiments: MNIST, FashionMNIST, and CIFAR-10. This allows us to assess whether the trust
mechanism remains effective as the underlying learning task becomes more challenging.

5.4.1 MNIST

MNIST is one of the most well-known datasets in machine learning. It consists of 70,000 grayscale
images of handwritten digits spanning ten classes (0 through 9). Despite its simplicity, it serves as a
useful baseline in federated learning experiments because its low complexity allows the effect of attacks
and defenses to be observed clearly, without the noise introduced by a harder learning task.
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Table 5.1: MNIST dataset summary

Property Details

Total samples 70,000 grayscale images
Training set 60,000 samples

Test set 10,000 samples

Image dimensions 28 x 28 pixels, 1 channel
Number of classes 10 (digits 0-9)

Figure 5.2 presents a sample of 100 images drawn from the MNIST dataset.

Figure 5.2: A 10 x 10 grid of sample images from the MNIST dataset.

5.4.2 FashionMNIST

FashionMNIST (Fashion Modified National Institute of Standards and Technology) is a dataset of 70,000
grayscale images, each 28 x 28 pixels, organized into ten categories of clothing items. It was designed
as a more realistic and challenging successor to the original MNIST dataset.
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Table 5.2: FashionMNIST dataset summary

Property Details

Total samples 70,000 grayscale images
Training set 60,000 samples

Test set 10,000 samples

Image dimensions 28 x 28 pixels, 1 channel
Number of classes 10 (T-shirt, Trouser, Pullover, Dress, Coat,
Sandal, Shirt, Sneaker, Bag, Ankle Boot)

Figure 5.3 presents a sample of 100 images drawn from the FashionMNIST dataset.

Figure 5.3: A 10 x 10 grid of sample images from the FashionMNIST dataset.

5.4.3 CIFAR-10

CIFAR-10 is the most challenging from the three datasets, it consists of 60,000 RGB images across ten
object categories including animals and vehicles.
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Table 5.3: CIFAR-10 dataset summary

Property Details

Total samples 60,000 colour images
Training set 50,000 samples

Test set 10,000 samples

Image dimensions 32 x 32 pixels, 3 channels (RGB)
Number of classes 10 (Airplane, Automobile, Bird, Cat, Deer,
Dog, Frog, Horse, Ship, Truck)

Figure 5.4 illustrates a sample of 100 images from the CIFAR-10 dataset

Figure 5.4: A 10 x 10 grid of sample images from the CIFAR-10 dataset.
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5.4.4 Preprocessing

A consistent preprocessing pipeline is applied across all three datasets. Images are first converted to
PyTorch tensors, then normalized channel wise to the range [—1, 1] using mean and standard deviation
values of 0.5:

transform = transforms.Compose ([

transforms.ToTensor (),
transforms.Normalize ((0.5,), (0.5,))
\

1)

Listing 5.3: Preprocessing pipeline applied to all datasets.

5.4.5 NON-IID Data Partitioning

To simulate a heterogeneous label distribution between clients as in a real world FL environment we
divided the training set into 2 X N;..:s shards, and each client receives exactly 2 shards (since shards are
formed by sorted index, consecutive shards tend to group samples of the same class).

def partition_data(x, y, num_clients, shards_per_client=2):
idxs = np.arange(len(x))

np.random.shuffle (idxs)

shards = np.array_split(idxs, num_clients * shards_per_client)

return [np.concatenate(shards[i::num_clients])

for i in range(num_clients)]

Listing 5.4: Non-IID shard-based data partitioning

A separate validation subset of 1,000 samples is reserved from the training set exclusively for FLTrust’s
root model training.

5.5 Neural Network Model

Since the three datasets differ in structure and complexity, they do not all share the same model archi-
tecture. MNIST and FashionMNIST are both grayscale 28 x 28 datasets and are handled by the same
lightweight CNN. CIFAR-10, being an RGB dataset of higher resolution and visual complexity, requires
a more complex architecture .
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5.5.1 SimpleCNN - MNIST and FashionMNIST

For MNIST and FashionMNIST, all clients and the global server share a unified SimpleCNN architecture.

class SimpleCNN(nn.Module) :

def

__init__(self):
super () . __init_
self.convl
self.conv2

self .pool
self.fcl
self.fc2

self .dropout

O
nn.Conv2d (1, 32, 3, padding=1)
nn.Conv2d (32, 64, 3, padding=1)
nn.MaxPool2d (2, 2)
nn.Linear(64 *x 7 *x 7, 128)
nn.Linear (128, 10)
nn.Dropout (0.25)

forward (self, x):
self.pool(F.relu(self.convl(x)))
self.pool(F.relu(self.conv2(x)))

x.view(-1,

64 * 7 * T7)

F.relu(self.fc1l(x))

self.dropout (x)
self.fc2(x)

return x

Listing 5.5: SimpleCNN architecture for MNIST and FashionMNIST

Figure 5.5: Simple CNN Architecture




Chapter 5. Implementation and Experimental Results 88

Table 5.4 summarizes the layers architecture of SimpleCNN.

Layer Output Shape Number of Parameters
Input 1 x 28 x 28 0
Convl + ReLU 32 x 28 x 28 320
MaxPooll 32x14x14 0
Conv2 +ReLU 64 x 14 x 14 18,496
MaxPool2 64 X 7x7 0
Flatten 3136 0

FC1 + ReLU 128 401,536
Dropout 128 0

FC2 (Output) 10 1,290
Total trainable parameters 421,642

Table 5.4: SimpleCNN summary

5.5.2 VGG - CIFAR-10

For CIFAR-10, all clients and the global server share a unified VGG9 architecture, a compact VGG-style
convolutional network adapted for 32 x 32 colour inputs.

class VGGY9 (nn.Module):
def _ _init_ _(self, num _classes=10):
super () . __init__ Q)
self.features = nn.Sequential(
nn.Conv2d (3, 32, 3, padding=1), nn.BatchNorm2d(32), nn.ReLU(),
nn.Conv2d (32, 64, 3, padding=1), nn.BatchNorm2d(64), nn.RelLU(),
nn.MaxPool2d (2, 2),

.Conv2d (64, 128, 3, padding=1), nn.BatchNorm2d (128),
nn.RelLU(),

.Conv2d (128, 128, 3, padding=1), nn.BatchNorm2d(128),
nn.ReLU(),

.MaxPool2d (2, 2),

.Conv2d (128, 256, 3, padding=1), nn.BatchNorm2d (256),
nn.RelU(Q),

.Conv2d (256, 256, 3, padding=1), nn.BatchNorm2d (256),
nn.RelLU(Q),

.MaxPool2d (2, 2),

)

self.classifier = nn.Sequential(
nn.Linear (256*4%4, 512), nn.ReLU(), nn.Dropout (0.5),
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nn.Linear (512, 512), nn.RelLU(),

nn.Linear (512, num_classes)

def forward(self, x):

return self.classifier(self.features(x).view(x.size(0), -1))

Listing 5.6: VGGY architecture for CIFAR-10

Figure 5.6: Vgg-9 Architecture
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Table 5.5 summarizes the layer-by-layer architecture of VGGO9.

Layer Output Shape Number of Parameters
Input 3% 32 x 32 0

Convl + BN +ReLU 32 x32x32 960
Conv2 + BN +ReLU 64 x 32 x32 18,624
MaxPooll 64x16x16 O

Conv3 +BN +ReLU 128 x 16 x 16 74,112
Conv4 + BN + ReLU 128 x 16 x 16 147,840
MaxPool2 128 x 8 X 8 0

Conv5 + BN+ ReLU 256 x 8 X 8 295,680
Conv6 + BN+ ReLU 256 x 8 x 8 590,592
MaxPool3 256 x 4 x 4 0

Flatten 4096 0

FC1 + ReLU 512 2,097,664
Dropout 512 0

FC2 + ReLLU 512 262,656
FC3 (Output) 10 5,130
Total trainable parameters 3,493,258

Table 5.5: VGG9 architecture summary

5.5.3 Training Configuration

The following training configuration applies to all experiments conducted on MNIST and FashionMNIST:

* Optimizer: Adam with learning rate n = 0.001

* Loss function: Cross-entropy loss

* Local epochs: 1 per communication round

« Batch size: 32

Note that the gradient scale and sign flip attack functions use SGD rather than Adam, as these attacks

require direct manipulation of the gradient values before the optimizer step is applied, which is more

straightforward with SGD’s simpler update rule.

The following training configuration applies to all experiments conducted on CIFAR-10:

+ Optimizer: SGD with learning rate 7 = 0.01, momentum 0.9, and weight decay 5 x 10~

* Loss function: Cross-entropy loss
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5.6

Local epochs: 1 per communication round
Batch size: 64

Random seed: 42

Threat Model

To rigorously evaluate the robustness of any aggregation framework we need to specify the threat model

that defines both the capabilities of the adversaries as well as the conditions in which the framework’s

defense is tested. In this section, we outline the adversarial assumptions adopted in our experiments

and describe the set of attack strategies used to evaluate the robustness of TWA-HFL compared to other

baseline aggregation methods.

5.6.1 Adversary Assumptions

Partial client compromise The adversary controls a fraction p of the total clients. In our experi-
ments we evaluate four compromise levels:

p € {0.10, 0.20, 0.30, 0.40}.

With a total population of N = 100 clients, this corresponds to 10, 20, 30, and 40 malicious
participants. The highest level (p = 0.40) represents a severe scenario where nearly half of the
clients behave adversarially. Evaluating multiple ratios allows us to observe how each aggregation
method degrades as the number of attackers increases.

Access to local data Malicious clients have full access to their own local training data and can train
normally on it. However, they cannot access the data of other clients.

Limited knowledge of the system Attackers do not know which aggregation rule is used by the
server, nor do they have access to trust scores, other clients’ updates, or the internal state of the
fog nodes or the cloud server. This black-box assumption prevents attackers from tailoring their
strategy to a specific defense mechanism.

Full control over local updates Although attackers do not know the server internals, they fully
control their own model training process. They can compute gradients using their local model and
modify their updates arbitrarily before sending them to the fog node.

Trusted infrastructure. Fog nodes and the global server are assumed to behave honestly and
execute the aggregation procedures correctly. Attacks targeting the infrastructure itself are outside
the scope of this work, which focuses on malicious clients.
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5.6.2 Attack Taxonomy

We evaluate all aggregators against 7 distinct attack scenarios plus a clean baseline (8 total configu-
rations), data poisoning, model poisoning, Byzantine manipulation and adaptive attacks. The taxonomy
is summarised in Table 5.6. Together, this suite covers the three principal attack objectives: untargeted
accuracy degradation, targeted misclassification, and stealthy evasion of detection mechanisms.

Table 5.6: Attack taxonomy: category, primary objective, and estimated evasion difficulty against
similarity-based and magnitude-based defences.

Attack Identifier Category Severity Primary Evasion Chal-
lenge

None (baseline) none — N/A —

Label Flip label_flip Data poisoning ~ Medium Requires similarity detec-
tion

Gradient Scale gradient_scale Model poisoning High Norm/magnitude detection

ALE ale model poison. High Direction + magnitude
combined

ALE (no cluster) ale_no_cluster Adaptive High Magnitude; no directional
coord.

Sign Flip sign_flip Byzantine High Cosine/direction detection

MinMax minmax Byzantine High Norm proportional; blends
n

LIE lie model poisoning Medium Below detection threshold

5.6.3 Attack Descriptions

We detail each attack’s mechanism, mathematical formulation, and experimental intent.

a. Baseline (none)

The clean baseline represents an entirely honest federation: all 100 clients perform standard local training
using the Adam optimizer for one epoch, and their updates are submitted without modification. This
configuration establishes the ceiling accuracy that any robust aggregator can theoretically achieve and
serves as a reference for quantifying the accuracy degradation introduced by each attack at each malicious
ratio.
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b. Label Flip Attack (label_f1ip)

In the Label Flip attack, malicious clients do not alter their training procedure but corrupt their local
training data by replacing every true label y; with its complement:

7 = (9 — y;) mod 10

We have 10 classes (labels 0-9), this maps label 0 to label 9, label 1 to label 8, and so on, effectively
reversing the class ordering. The corrupted model updates are produced by training on this poisoned
label distribution using the standard Adam optimizer and cross-entropy loss. The resulting update is a
genuine gradient, indistinguishable in magnitude and structure from a benign update, but learned from a
fundamentally miscalibrated objective. This makes it resilient against pure magnitude-based filters and
somewhat resilient against cosine similarity detection, particularly at lower malicious ratios where the
poisoned signal is diluted by the majority benign updates.

¢. Gradient Scale Attack (gradient_scale)

In the Gradient Scale attack, malicious clients train honestly on their correct local data, but before applying
the optimizer step they multiply every parameter gradient by a large amplification factor v = 20:

vmal S~ vhonesta Y= 20

The attack uses SGD rather than Adam for the local optimizer, so the raw gradient is directly accessible
and can be manipulated before the parameter update is applied. The resulting model delta has a norm
approximately v = 20 times larger than a typical benign update. The intent is to overwhelm the aggrega-
tion, any simple weighted average will be dominated by these inflated updates, steering the global model
toward the malicious clients’ local optima. The v = 20 factor is set aggressively enough to constitute a
clear threat but not so extreme that it becomes trivially detectable by even the most basic norm-clipping
rule; it tests whether aggregators can distinguish magnitude amplification from legitimate heterogeneity
in update norms across non-IID clients.

d. ALE - Adaptive Local Ensemble Attack (ale)

The ALE attack is the strongest attack used in our experiments because it is designed to bypass similarity-
based defenses. It works in two steps. First, the malicious client trains normally for one epoch using SGD
and computes a normalized gradient direction:

5 _ 5honest
H(;honest” +e

Then, the client creates a malicious update by scaling this direction with a large random factor and adding
Gaussian noise:
Omal = s -d+0.1-N(0,1), s ~ U(10,50)
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If a cluster_vec is available, the attack uses the dominant cluster direction d; otherwise, it uses the
client’s own normalized gradient 5. Because the malicious update follows a similar direction to benign
updates, its cosine similarity remains high and becomes harder to detect using similarity scores alone. At
the same time, the large scaling factor makes the poisoning effect strong.

e. ALE without cluster alignment(ALE_No_cluster)

This version uses the same ALE process (honest training, normalization, scaling, and added noise) but
without using a cluster direction (cluster_vec = None). Instead of following the dominant cluster
direction, the malicious update is amplified using only the client’s local gradient direction.

As a result, the poisoned update still has a large magnitude, but it no longer benefits from directional
alignment with other clients. This setup is mainly used as an ablation study to measure how much of
ALE’s effectiveness comes from cluster alignment compared to magnitude amplification alone. By com-
paring ale and ale_no_cluster, we can better evaluate whether TWA-HFL correctly detects updates
that appear directionally similar to benign clients while still having abnormal magnitudes.

f. Sign Flip Attack (sign_£f1lip)

In the Sign Flip attack, malicious clients negate their gradients before applying the SGD optimiser step:
Vmal A _vhonest

This is equivalent to performing gradient ascent rather than descent: instead of minimizing the cross-
entropy loss, the malicious client maximizes it. The resulting model update points in the diametrically
opposite direction to a benign update. This has a very strong effect on cosine similarity (cosine ~ —1
between a sign-flipped and honest update) and is detectable by direction-aware mechanisms. However, at
high malicious ratios (p > 0.30), even direction-aware aggregators can struggle if the adversarial majority
within a given fog node’s assigned clients temporarily outnumbers the benign minority.

g. MinMax Attack (minmax)

The MinMax attack is a norm-proportional poisoning strategy designed to evade magnitude-based filters.
Malicious clients first train honestly using Adam to produce a benign model delta dpopnest, then add noise
scaled by both a small factor ¢ and the actual norm of their own update:

Smal = Ohonest + 2 - N(0,1) - ||Gones]l, € = 0.1

By scaling the noise relative to the update norm, the malicious update keeps a magnitude close to that of
normal client updates. As a result, it does not stand out as an obvious outlier that can be easily removed
by simple norm-clipping techniques. The perturbation remains relatively small (¢ = 0.1), which makes
the attack less noticeable while still introducing a consistent poisoning effect.

This attack is particularly difficult for aggregation methods that rely mainly on magnitude consistency,
such as coordinate-wise TrimmedMean. Since the poisoned update remains close to the benign distribu-
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tion, it can blend in with normal updates while gradually steering the global model toward a corrupted
direction over successive training rounds.

h. LIE - A Little Is Enough (1ie)

The LIE attack [67] is named for its core insight: in expectation, only a small adversarial perturbation
is required to degrade global model convergence when it is applied persistently across rounds. In our
implementation, malicious clients train honestly for one epoch using SGD, then multiply all gradients by
a small negative factor —¢ before the optimizer step:

Vmal — —¢€- Vhonesta =03

Unlike Sign Flip, which fully inverts the gradient direction, LIE applies only a fraction of the reversal.
The resulting update has a small magnitude (approximately 30% of the honest gradient’s magnitude)
and a negative cosine similarity with the honest direction but is far less extreme than a full sign flip.
This makes LIE the most evasion-resistant attack in our suite: its small magnitude avoids norm-based
filters, and its cosine similarity, while negative, may fall within the noise band of an imperfect similarity
estimator. The cumulative effect across 25 rounds, however, is a persistent drag on global convergence,
particularly at higher malicious ratios where the damaging signal accumulates. Evaluating against LIE
therefore tests whether trust-based mechanisms can detect consistent but subtle behavioural deviations
over time, precisely the scenario that TWA-HFL’s historical consistency component H; is designed to
address.

5.6.4 Experimental Coverage

The full experiment matrix crosses all attack types with all four malicious ratios, evaluated across all
seven aggregators, yielding:

7 aggregators x (1 baseline + 7 attacks x 4 ratios) = 7 x 29 = 203 experiment runs

Each run simulates 25 federated learning rounds with a fixed random seed (seed = 42) for reproducibil-
ity. This design ensures that no aggregator is evaluated at a single operating point. Instead, each ag-
gregator’s resilience is characterised as a function of adversarial pressure, enabling direct comparison of
degradation rates, breakdown thresholds, and recovery behaviour across diverse attack categories.

5.7 Implementation Details

Each benign client performs standard local training for one epoch on its private data shard. The resulting
model update (gradient delta) is the difference between the trained model’s state dictionary and the global
model. Sybil clients send malicious updates and test them using 6 aggregators using 7 attack scenarios
across the four attack ratios to compare with the results of our contribution. All results are persisted
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incrementally to twa_hfl complete_results.csv after each run to prevent data loss.

5.7.1 Baseline Aggregators

Table 5.7 summarizes all six baseline aggregators implemented for comparison.

Table 5.7: Baseline aggregation algorithms

Aggregator Description

FedAvg Simple weighted average of all client updates. No fil-
tering. Vulnerable to any poisoning attack.

Krum Selects the single update with the smallest sum of dis-
tances to its n— f —2 nearest neighbours. Discards all
others.

TrimmedMean Trims the top and bottom 25% of updates per coordi-
nate, then averages the remaining. Robust to outliers.

FLTrust Computes cosine similarity between each client up-
date and a root update trained on a small trusted
dataset. Weights aggregation accordingly.

FoolsGold Penalizes clients with highly similar updates to reduce
the influence of Sybil attackers who share the same
poisoning strategy.

RFL Uses the TWA-HFL TrustManager’s trust scores for

weighted aggregation, but without the spectral clus-
tering pre-filtering step.

5.7.2 Evaluation Metrics

Three metrics are tracked per round:

* Accuracy: Fraction of correctly classified test samples.

* Macro F1-Score: Unweighted mean of per-class F1 scores, giving equal weight to all 10 classes.

* Cross-Entropy Loss: Computed on the full test set without gradient computation.



Chapter 5. Implementation and Experimental Results 97

5.8 Experiments and Results

This section summarizes the obtained results providing an analysis of the model’s performance under dif-
ferent evaluated scenarios. Due to the large number of plots generated across different attack ratios, only
the 10% and 40% settings are presented to provide a clear and representative comparison of performance
variations under low and high attack conditions.

5.8.1 Experiment 1 : Clean Baseline

The clean baseline establishes an upper bound on each aggregator’s achievable performance when all 100
clients train honestly (malicious ratio = 0%).

Under clean conditions, differences between aggregators reflect solely the overhead introduced by their
filtering or weighting mechanisms on non-IID data. FedAvg is expected to achieve competitive accuracy
as there is no adversarial signal to filter. Aggregators with conservative filtering (Krum) may converge
slightly slower due to discarding benign updates.

Figure 5.7: MNIST No Attack
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Figure 5.8: FashionMNIST No Attack

Figure 5.9: CIFAR-10 No Attack



Chapter 5. Implementation and Experimental Results 99

For the MNIST dataset, the experimental results reveal a clear performance hierarchy under the base-
line condition, all aggregators achieve high accuracy. For the FashionMNIST dataset, the experimental
results reveal similar robustness patterns to MNIST, though with generally lower absolute accuracy due
to the dataset’s inherent complexity. For the experiments conducted on the CIFAR dataset, a trade-off
had to be made between model complexity and training time. Using a deeper and more suitable architec-
ture for CIFAR can eventually achieve higher accuracy, but under federated learning settings, especially
with multiple communication rounds and attack simulations, training becomes significantly more time-
consuming. On the other hand, reducing the training duration requires the use of a lighter model, which
may limit the achievable baseline performance. Therefore, the baseline results reported in this work were
obtained using a moderately sized model and a training duration constrained to approximately three days.
Consequently, the reported baseline accuracies should not be interpreted as the maximum achievable per-
formance on CIFAR, but rather as a practical compromise between computational cost, training time, and
model quality under the experimental conditions adopted in this study.



Chapter 5. Implementation and Experimental Results 100

5.8.2 [Experiment 2 : MNIST Dataset

Figure 5.10: Label Flip attack results on MNIST under different malicious client ratios

Figure 5.11: Gradient Scaling attack results on MNIST under different malicious client ratios

Figure 5.12: ALE attack results on MNIST under different malicious client ratios
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Figure 5.13: ALE (no cluster) attack results on MNIST under different malicious client ratios

Figure 5.14: Sign Flipping attack results on MNIST under different malicious client ratios

Figure 5.15: MinMax attack results on MNIST under different malicious client ratios
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Figure 5.16: LIE attack results on MNIST under different malicious client ratios

Under Label Flipping attacks, TWA-HFL demonstrated strong robustness achieving 95.4% accuracy at
10% malicious clients and 92.0% at 40% malicious clients significantly outperforming most of the aggre-
gators. For Gradient Scaling attacks, TrimmedMean and TWA-HFL showed more resistant at 10% ma-
licious clients, while FLTrust collapses to 47.1% because its root dataset reference fails when attackers
mimic honest direction while amplifying magnitude, highlighting the value of TWA-HFL’s magnitude
consistency component. Under ALE attacks TWA-HFL maintains 96-97% accuracy across both 10%
and 40% malicious ratios, while all the other aggregators drop to near 0% at 40% malicious showing
a complete failure of conventional defenses against this adaptive attack that combines direction preser-
vation with magnitude amplification. This pattern persists for ALE without cluster alignment. Under
sign flipping attacks, TWA-HFL reaches 97% accuracy at 10% malicious and 92% at 40%, confirm-
ing that directional-aware metrics effectively detect sign inversion. For the more sophisticated MinMax
and LIE attacks, which employ norm-aware optimization and small negative scaling to evade detection,
all aggregators experience significant degradation at 40% malicious ratio, yet TWA-HFL consistently
maintains the highest accuracy. Overall, TWA-HFL demonstrates superior or comparable robustness
across all seven attack types while all established baselines fail entirely, validating the effectiveness of its
multi-dimensional trust mechanism combining similarity, cluster alignment, magnitude consistency, and
historical tracking with adaptive trend and volatility detection.
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5.8.3 Experiment 3 : FASHION-MNIST Dataset

Figure 5.17: Label Flip attack results on FashionMNIST under different malicious client ratios

Figure 5.18: Gradient Scaling attack results on FashionMNIST under different malicious client ratios

Figure 5.19: ALE attack results on FashionMNIST under different malicious client ratios
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Figure 5.20: ALE (no cluster) attack results on FashionMNIST under different malicious client ratios

Figure 5.21: Sign Flipping attack results on FashionMNIST under different malicious client ratios

Figure 5.22: MinMax attack results on FashionMNIST under different malicious client ratios
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Figure 5.23: LIE attack results on FashionMNIST under different malicious client ratios

Under label flipping attacks, TWA-HFL demonstrates consistent superiority, achieving 89% final accu-
racy at 40% malicious ratio compared to other aggregators with the performance gap widening as the
malicious ratio increases. For Gradient Scaling attacks at 10% malicious, all aggregators except FLTrust
maintain high accuracy (62-65%), but at 40% malicious, FedAvg collapses to 50% while FLTrust drops to
47%, whereas TWA-HFL maintains 77% final accuracy. Under ALE attacks, TWA-HFL maintains 79%
accuracy while all baseline aggregators (FedAvg, Krum, TrimmedMean, FLTrust, FoolsGold, RFL) drop
to near 0%. This pattern persists for ALE without cluster alignment, where TWA-HFL achieves 60-70%
accuracy while baselines again collapse as the ratio increases. Under sign flipping attacks, TWA-HFL
performs comparably to FLTrust. For MinMax attacks, all aggregators experience significant degradation
at 40% malicious, with TWA-HFL reaching 69% final accuracy. Under LIE attacks, TWA-HFL achieves
88% final accuracy at 40% malicious, outperforming all baselines. Overall, TWA-HFL demonstrates su-
perior robustness across all seven attack types on FashionMNIST, with its most pronounced advantages
under gradient scaling and ALE attacks where it maintains high accuracy while baseline aggregators col-
lapse to near zero.
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5.8.4 [Experiment 4 : CIFAR-10

Figure 5.24: Label Flip attack results on CIFAR under different malicious client ratios

Figure 5.25: Gradient Scaling attack results on CIFAR under different malicious client ratios

Figure 5.26: ALE attack results on CIFAR under different malicious client ratios
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Figure 5.27: ALE (no cluster) attack results on CIFAR under different malicious client ratios

Figure 5.28: Sign Flipping attack results on CIFAR under different malicious client ratios

Figure 5.29: MinMax attack results on CIFAR under different malicious client ratios



Chapter 5. Implementation and Experimental Results 108

Figure 5.30: LIE attack results on CIFAR under different malicious client ratios

Under the label flipping attack on the CIFAR dataset, TWA-HFL demonstrates substantial robustness
across both low and high malicious concentration scenarios. For Gradient Scaling attacks, TWA-HFL
stands as the only surviving aggregator at 40% malicious clients reaching 57.9% accuracy while all others
including FLTrust degrade to near random performance (=10%), highlighting the strength of its magni-
tude consistency component, at 10% malicious, TrimmedMean and TWA-HFL both remain robust while
FedAvg and FLTrust collapse. Under ALE attacks, TWA-HFL maintains competitive accuracy (54.0—
54.2%) at 40% malicious alongside FLTrust and TrimmedMean, while FedAvg and RFL degrade notice-
ably, with this pattern persisting for ALE without cluster alignment. Under Sign Flipping and LIE attacks,
TWA-HFL consistently ranks among the top two aggregators at both malicious ratios, maintaining 53.5%
accuracy at 40% where FedAvg collapses to =~17%, confirming that its directional-aware metrics effec-
tively detect gradient inversion. For the more sophisticated MinMax attack, which employs norm-aware
optimization to evade detection, TWA-HFL achieves the highest accuracy among all aggregators at both
10% and 40% malicious ratios (55.1% and 55.3% respectively), while FedAvg, TrimmedMean, Fools-
Gold, and RFL fail entirely with NaN losses. Overall, TWA-HFL demonstrates superior or comparable
robustness across all experiments.

5.9 Comparison

The experimental results across MNIST, FashionMNIST, and CIFAR demonstrate that TWA-HFL consis-
tently provides stronger robustness against a wide range of poisoning attacks compared to traditional and
state of the art aggregation methods. While several baseline aggregators remain effective under simple
attacks or low malicious participation, most of them experience severe degradation as the attack strength
or malicious ratio increases. In contrast, TWA-HFL maintains stable performance even under highly ad-
versarial settings, particularly against adaptive attacks such as ALE, Gradient Scaling, MinMax, and LIE
attacks.

A common observation across all datasets is the vulnerability of conventional aggregation methods to
attacks that preserve gradient direction while manipulating magnitude. Methods such as FedAvg and
FLTrust frequently collapse under Gradient Scaling and ALE attacks, especially at 40% malicious partic-
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ipation, since attackers can mimic honest update directions while amplifying malicious influence. TWA-
HFL, however, remains resilient due to its magnitude consistency component and trust-aware filtering
mechanism, which jointly detect abnormal update behavior beyond simple directional similarity. Sim-
ilarly, under Sign Flipping attacks, the directional-aware trust metrics allow TWA-HFL to effectively
identify inverted gradients and maintain high accuracy where FedAvg degrades significantly.

The experiments also show that adaptive and optimization-based attacks such as MinMax and LIE remain
challenging for all aggregators, particularly at high malicious ratios. Nevertheless, TWA-HFL consis-
tently achieves the highest or among the highest accuracies across these scenarios, while several baselines
completely fail or produce unstable training behavior. This robustness can be attributed to the combination
of multiple trust indicators, including similarity analysis, cluster alignment, magnitude consistency, his-
torical behavior tracking, and adaptive trend and volatility regulation. The integration of trust-enhanced
spectral clustering further improves resilience by isolating suspicious client groups before aggregation.

Another important observation is that the effectiveness of TWA-HFL remains consistent across datasets
of varying complexity. On MNIST and FashionMNIST, the method preserves near-clean accuracy under
several strong attacks, while on the more challenging CIFAR dataset it still substantially outperforms all
baselines despite the increased difficulty of the classification task and the higher variability of client up-
dates in non-IID federated environments. Overall, these results validate the effectiveness of the proposed
trust-aware aggregation strategy and demonstrate its ability to provide robust and adaptive defense under
heterogeneous and highly adversarial federated learning conditions. Table 5.8 shows the average accu-
racy over the last 5 training rounds across attack scenarios under the four malicious ratios. It provides
an overall evaluation of model performance. The results clearly show that TWA-HFL achieves the high-
est average accuracy across all datasets, demonstrating its consistent robustness compared to all baseline
methods.

Aggregator MNIST FashionMNIST CIFAR-10

FedAvg 0.6044 0.5043 0.3480
Krum 0.9342 0.7795 0.4914
TrimmedMean (0.7923 0.6566 0.4508
FLTrust 0.7374 0.5976 0.4671
FoolsGold 0.5924 0.4935 0.1197
RFL 0.6349 0.5263 0.3738
TWA-HFL 0.9427 0.7868 0.5079

Table 5.8: Average accuracy over the last 5 rounds across all attack scenarios

5.10 Experiment S : Mixed Attack

To provide a rigorous proof of resilience for the proposed TWA-HFL framework, we examine a highly
unpredictable and chaotic execution environment, a dynamic mixed multi Byzantine attack scenario. Un-
like standard robust aggregation benchmarks that test defenses against a single, static attack type, this
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scenario implements an adversarial pool where malicious nodes possess multi-strategy capabilities . Each

malicious client chooses and attack randomly and executes it which deletes any pattern in the distances be-

tween the malicious updates, we test it first on FashionMnist dataset. Table 5.9 shows the results obtained
under 10% attack ratio. Table 5.10 shows the results obtained under 40% attack ratio.

Table 5.9: Test Accuracy (%) under 10% Attack Ratio

Round | FedAvg | Krum | TrimmedMean | FLTrust | FoolsGold | RFL | TWA-HFL
1 55.69 | 50.24 51.29 53.75 57.12 54.86 52.44
5 68.95 73.75 75.19 75.87 63.42 70.77 75.90
10 48.63 78.55 79.78 70.19 18.06 45.61 80.62
15 74.46 | 79.16 82.65 83.45 70.49 79.20 83.34
20 52.50 80.67 84.54 77.38 57.07 51.16 84.81
25 82.73 82.81 85.57 79.65 79.56 84.61 85.94

Table 5.10: Test Accuracy (%) under 40% Attack Ratio

Round | FedAvg | Krum | TrimmedMean | FLTrust | FoolsGold | RFL | TWA-HFL
1 53.32 10.00 51.02 47.59 46.81 52.89 15.91
5 10.10 | 73.78 75.73 10.00 23.82 18.04 73.10
10 25.06 | 46.14 79.48 10.00 10.36 53.93 77.36
15 26.99 | 72.60 81.09 10.00 10.00 36.19 79.62
20 14.68 10.00 82.00 10.00 10.00 24.97 83.23
25 32.61 54.74 82.18 10.00 10.00 54.87 84.43

Table 5.11 summarizes the average performance of all aggregation methods over the last five training

rounds under both attack ratios to provide a clearer view of the final convergence behavior of each method.

We notice that when the attack ratio increases to 40%, the performance gap becomes wider. While most

baseline methods experience severe degradation, TWA-HFL remains highly stable with 84.43% accuracy

under such a complicated scenario.

Table 5.11: Final 5 Rounds Accuracy Comparison for Different Attack Ratios

Aggregator | 10% Attack Ratio | 40% Attack Ratio
FLTrust 79.65 10.00
FedAvg 82.73 32.61

FoolsGold 79.56 10.00
Krum 82.81 54.74
RFL 84.61 54.87
TWA-HFL 85.94 84.43
TrimmedMean 85.57 82.18
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To raise the challenge we test on a CIFAR-10, more complicated dataset. All aggregators except TWA-
HFL fail completely. Table 5.12 shows the results obtained on CIFAR-10 under 30% attack ratio.

Table 5.12: Final 5 Rounds Accuracy at 30% Attack

Aggregator Accuracy F1-Score Loss

FLTrust 0.1000 0.0182 —
FedAvg 0.1000 0.0182 —
FoolsGold 0.1000 0.0182 —
Krum 0.1000 0.0182 —
RFL 0.1000 0.0182 —
TWA-HFL 0.4283 0.3885  0.7942

TrimmedMean 0.2135 0.1742 1.9336

FedAvg fails completely under attack, with its accuracy dropping to around 10% which is basically ran-
dom guessing. This shows that it has no real protection against malicious updates.

Krum, which relies on distance-based selection, also struggles in this mixed attack setting. Because the
adversaries use different strategies (large scaled updates and subtle hidden shifts), the distance relation-
ships between updates become misleading. As a result, Krum can mistakenly select a poisoned update as
the “best” one.

TrimmedMean performs poorly as well because it treats each parameter separately. When attackers flip
signs or change scaling unpredictably, the distribution of values gets distorted, and important clean signals
can be removed during the trimming process.

Methods like FoolsGold and FLTrust also degrade because they rely on similarity or trust assumptions.
In this mixed attack scenario, even honest clients can look suspicious due to natural data differences,
while attackers can mimic normal behavior, which confuses these defenses.

In contrast, TWA-HFL remains consistently strong. Instead of relying on a single signal (like distance,
similarity, or coordinate filtering), it combines multiple trust signals across different views of the updates.
This makes it much harder for attackers to fool the system, even when they use mixed and unpredictable
strategies. As aresult, TWA-HFL keeps very stable performance, with only about a 0.10% drop compared
to the clean baseline, showing strong robustness in highly dynamic attack conditions.

5.11 Discussion

The comparison results already showed that TWA-HFL consistently outperforms baseline aggregation
methods across different datasets and standard attack settings, especially when facing known poisoning
strategies and varying levels of malicious participation. In those experiments, its advantage came from
its ability to combine multiple trust signals and remain stable even when most classical defenses start to
degrade.
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The mixed attack experiment extends this analysis by introducing a more realistic and harder scenario,
where malicious clients do not follow a single fixed strategy. Instead, they randomly switch between
different attack types, which removes any consistent structure in the malicious updates. This makes the
setting significantly more unpredictable compared to the previous experiments.

In this environment, the behavior of baseline methods becomes much less stable. As the attack ratio
increases, several aggregators that were still partially effective in simpler settings begin to fail more
aggressively, with some collapsing entirely under high adversarial participation. This shows that their
robustness does not generalize well when the attack pattern is no longer static or predictable.

On the other hand, TWA-HFL maintains stable convergence even under this dynamic setting. Its per-
formance remains consistently high across training rounds, showing that it is not dependent on fixed
assumptions about how attacks are structured. Instead, it is able to adapt to changing update behaviors
over time, which makes it more reliable in this mixed adversarial scenario.

5.12 Conclusion

In this chapter, we presented the experimental evaluation of the proposed TWA-HFL framework. We first
described the development environment, software architecture, and experimental settings used throughout
the implementation. Then, multiple attack scenarios and datasets were used to evaluate the robustness
and effectiveness of the proposed aggregation strategy. The obtained results demonstrated that TWA-
HFL achieves stronger resilience and more stable performance compared to several baseline aggregation
methods under both low and high malicious participation rates in both static and dynamic attack environ-
ments.



Chapter 6

General Conclusion

This thesis addressed a fundamental challenge in federated and hierarchical federated learning: the vul-
nerability of the aggregation process to Byzantine and poisoning attacks in adversarial, non-IID envi-
ronments. Existing aggregation strategies were shown to share two critical limitations that collectively
reduce their reliability in practice. First, they evaluate each communication round in isolation, ignoring
the temporal dynamics of client behavior, which leaves them unable to detect strategically intermittent
attacks or reward consistently honest participants. Second, they rely on a single behavioral dimension
such as gradient direction, update norm, or distance from the mean, which sophisticated adversaries can
exploit by preserving the monitored signal while manipulating the model through a different channel.

To overcome these limitations, we proposed TWA-HFL (Trust-Weighted Adaptive Aggregation for Hier-
archical Federated Learning), a server-side aggregation framework that assigns each client a continuously
evolving trust score derived from a multi-dimensional behavioral profile. The trust score integrates four
complementary indicators computed at each round: global-direction similarity S;, which measures the
alignment of a client’s update with the recent global learning trajectory; peer-cluster similarity C;, which
captures consistency with the majority of participating peers; magnitude consistency M;, which detects
updates with abnormally large or small norms relative to a robust lower-half median reference; and his-
torical trust stability /;, which penalizes erratic fluctuations in a client’s accumulated trust history. These
four instantaneous signals are combined into a RawTrust score via a fixed weighted sum and stored in a
per-client sliding window.

Building on this instantaneous assessment, the framework further introduces a temporal regulation mecha-
nism that distinguishes sustained behavioral trends from momentary noise. A least-squares trend estimate
f3; and a variance-based volatility measure o?(t) are computed over the sliding window. Clients exhibiting
consistently improving behavior across multiple rounds receive a gradual trust bonus, while clients show-
ing a declining trend or high volatility are subjected to a progressively amplified decay factor that reduces
the weight of their historical trust in future rounds. This dual regulation produces a final trust score that
is both history-aware and adaptive, enabling rapid detection of emerging adversarial behavior without
abruptly discarding clients that may be experiencing legitimate instability due to data heterogeneity.

Prior to aggregation, a trust-enhanced spectral clustering step partitions participants into two groups by

113



Chapter 6. General Conclusion 114

combining pairwise cosine similarities with pairwise trust affinities. The cluster with the higher mean
trust score is selected as the trusted set, providing a principled mechanism for isolating coordinated or
Byzantine adversaries while retaining all reliable contributors. The retained updates are then norm-clipped
to the median of the trusted cluster before being combined through a stabilized softmax weighted average,
ensuring that no single client can dominate the aggregation through magnitude amplification.

Experimental Findings

The proposed framework was evaluated against six established aggregation baselines (FedAvg, Krum,
TrimmedMean, FLTrust, FoolsGold, and RFL ) across seven Byzantine and poisoning attack types at
four malicious client ratios (p € {0.10,0.20, 0.30,0.40}), on three benchmark datasets of increasing vi-
sual complexity: MNIST, FashionMNIST, and CIFAR-10. The evaluation comprised 203 independent
experimental runs, each simulating 25 federated learning rounds under a fixed random seed for full re-
producibility.

The results consistently demonstrated that TWA-HFL achieves the highest average accuracy across all
datasets, attaining 94.27% on MNIST, 78.68% on FashionMNIST, and 50.79% on CIFAR-10, averaged
over all attack types and malicious ratios. Several observations from the individual experiments merit
highlighting.

Under the Adaptive Local Ensemble (ALE) attack, which preserves update direction while amplifying
magnitude, all six baseline aggregators collapsed to near-random accuracy at a 40% malicious ratio on
MNIST, whereas TWA-HFL maintained 96-97% accuracy. This result directly validated the design
choice of evaluating both directional and magnitude signals independently, since methods that rely ex-
clusively on cosine similarity cannot detect this class of attack. The same pattern was observed on Fash-
ionMNIST and CIFAR-10.

Under the Gradient Scaling attack, FLTrust, which computes trust solely through cosine similarity with
a clean root update, degraded to 47.1% accuracy on MNIST at 10% malicious participation, precisely
because attackers preserved the direction of their updates while amplifying their norm. TWA-HFL, by
contrast, maintained high accuracy through its magnitude consistency component, which is specifically
designed to detect this behavior.

Under the LIE attack, which applies a small negative perturbation designed to remain within the noise
band of imperfect estimators, TWA-HFL achieved 88% final accuracy at 40% malicious clients on Fash-
1onMNIST, outperforming all baselines. This confirmed that the historical consistency component H;
and the temporal trend mechanism successfully accumulate evidence of subtle, persistent adversarial de-
viations across rounds, detecting behavior that single-round evaluations cannot identify.

The mixed attack experiment, in which each malicious client randomly selected an attack type at every
round, represented the most challenging and unpredictable scenario. On FashionMNIST at 40% malicious
participation, TWA-HFL achieved 84.43% accuracy, while FLTrust, FoolsGold, and FedAvg all dropped
to approximately 10%. On the harder CIFAR-10 dataset under the same conditions at 30% malicious
participation, all baseline aggregators collapsed to near-random performance, whereas TWA-HFL main-



Chapter 6. General Conclusion 115

tained 42.83% accuracy, representing a near-clean degradation of only ~ 0.10% relative to the no-attack
baseline.

These results collectively validated the three core design principles of TWA-HFL: that multi-dimensional
evaluation is necessary to detect adaptive adversaries, that temporal history is essential for accumulating
evidence of subtle or intermittent attacks, and that gradual penalization through trust decay is preferable
to hard exclusion, which risks discarding honest clients whose updates appear noisy due to non-1ID data
distributions.

Limitations

Despite its strong empirical performance, several limitations of the current work should be acknowledged.
First, the spectral clustering step introduces an O(n?) term in the worst case, which, while dominated
in practice by the O(n?d) pairwise similarity computation, could become a bottleneck in extreme cross-
device settings with very large numbers of participating clients per fog node. Second, the trust mechanism
operates entirely at the fog aggregation level; the cloud-level aggregation in the present implementation
uses a simple average of fog outputs, leaving open the question of whether extending the trust framework
to the cloud tier would yield additional robustness gains. Third, the current evaluation assumes that fog
nodes and the cloud server are fully honest. Extending the threat model to consider compromised in-
frastructure would require a fundamentally different architectural response. Fourth, the hyperparameters
governing trust dynamics ( the decay factor ~, the volatility sensitivity A, the trend threshold 7,4, and
the recovery bonus p ) were set manually and kept fixed across all experiments. Although the framework
demonstrated robustness under this configuration, an automated hyperparameter adaptation strategy could
potentially improve performance in environments with non-stationary attack profiles.

Directions for Future Work

Several promising directions emerge from this work.

* Cloud-tier trust extension. The most immediate extension concerns applying the behavioral trust
framework at the cloud aggregation tier, where fog-level updates are currently combined without
trust discrimination. Assigning trust scores to fog nodes based on the statistical properties of their
submitted aggregates could provide an additional layer of robustness against scenarios in which
one or more fog nodes are partially compromised.

* Communication efficiency. The current protocol transmits full model updates from clients to fog
nodes at every round. Combining TWA-HFL with gradient compression, sparsification, or quan-
tization techniques would reduce the communication overhead without fundamentally altering the
trust computation, since the trust indicators operate on the update vector regardless of its encoding.

* Model-heterogeneous federated learning. A third direction is the extension of the framework
to heterogeneous model architectures, where different clients may train different local models and
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submit updates of different dimensions. This setting, known as model heterogeneity, would re-
quire adapting the cosine similarity and norm-based indicators to work with projected or aligned
representations rather than raw parameter vectors.

* Formal theoretical analysis. While the empirical results are compelling, deriving convergence
guarantees under the proposed trust update dynamics and characterizing the conditions under which
the framework achieves Byzantine resilience in a formal sense would strengthen the theoretical
foundation of the approach.

* Continual and non-stationary federated learning. The trust mechanism’s ability to track behav-
ioral dynamics over time makes it a natural candidate for deployment in continual or lifelong feder-
ated learning settings, where the data distribution and the composition of the participant population
shift gradually. Evaluating TWA-HFL under such non-stationary conditions, including concept
drift and client churn, would constitute an important validation of its practical applicability beyond
the static experimental settings considered in this work.

In summary, this thesis introduced TWA-HFL as a principled, adaptive, and computationally tractable ag-
gregation strategy for hierarchical federated learning under adversarial conditions. By combining multi-
dimensional behavioral evaluation, temporal regulation, trust-enhanced spectral clustering, and norm-
clipped trust-weighted aggregation, the framework achieved consistent and substantial improvements
over the state of the art across a comprehensive experimental evaluation. The results demonstrate that
moving beyond single-dimension, single-round defenses is both necessary and sufficient to address the
class of adaptive Byzantine attacks that currently challenge the robustness of federated learning systems.
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